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Die Gestaltung der Zukunft — What's new from VMware Explore?
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What's next with VMware Cloud Foundation?
Harald Schneider - Bechtle
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Dominik Steiner - NTS
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Maximilian Marschall - Evoila

VMware & NetApp — What's new?
Christoph Bauer - NetApp
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Die Gestaltung der Zukunft

What’s new at Vmware from Explore

Peter Trawnicek

Country Manager | VMware Austria
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Die Zukunft ist , privat”

VCF = Skalierung & Automatisierung
der Cloud im eigenen Haus

Partnerschaft fiir Innovation



“Die 3 C’s”

Cost

Complexity

Compliance
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Die Zukunft ist Privat

Private ‘ | 0%9 Private
Cloud Al

Private Data
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DIE REALITAT....

Silos bremsen
Innovation
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Cloud Services on AWS, GCP, and Azure Ranked by Share of Costs

Ranking AWS Google Cloud Azure
1 EC2 42% | Compute Engine 28% Virtual Machines 29%

RDS 7% | Cloud Storage 19% Managed SQL 17 %
S3 4% BigQuery 9% App Service 10%
OpenSearch 4% Dataflow 9% Storage 10%
DynamoDB 3% Bigtable 6% SQL Database 7%
EBS 3% | Pub/Sub 4% Azure Postgres 4%
CloudWatch 1% Cloud Logging 4% Redis Cache 2%
CloudFront 1% Spanner 3% Azure Databricks 2%

2
3
4
)
6
7/
8
9

NAT Gateways 1% Cloud SQL 2% Log Analytics 2%

-
o

ELB 1% App Engine 2% Bandwidth 2%
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42%

HOHERE

cost of
operations
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Traditionelle Architekturen

40% 34%

MEHR HOHERE
physical server infrastructure
footprint cost

IDC White Paper, sponsored by Broadcom, The Business Value of VMware Cloud Foundation, doc #US52312224, August 2024

34%

three-year
cost per VM
(€2,115)



Traditionelle Werkzeuge
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Alles aber nichts wirklich

vmware

by Broadcom



VCF — Unendlichen Moglichkeiten

wsoe 1w
GERMANY
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D

VMware Cloud
Foundation

Your Private Cloud

oooooooooo



Private Cloud
Is Not a Place
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VCF — Private Cloud Flexibilitat

MANAGED BY YOU

%

VCF
Self-Deployed

AS A SERVICE

VCF on
Public Cloud

AS A SERVICE
A
A%
3®"§
VCF by VMware

Cloud Service
Provider
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VMware Cloud
Foundation

PR AUTOMATION AND OPERATIONS

COMPUTE STORAGE NETWORKING
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Private

Al

BUILD
DEPLOY
OPERATE
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Disaster
Recovery

Advanced
Security

ADVANCED SERVICES FOR VCF

Load Container Data Edge Business Process
Balancing Application Services Services Orchestration Workload Automation

VMware Cloud Foundation

CONSUME

The information in this presentation is for informational purposes only and may not be incorporated
The information in this presentation is for informational purposes only and may not be incorporated  into any contract. There is no commitment or obligation to deliver any items presented herein.

into any contract. There is no commitment or obligation to deliver any items presented herein.



A Robust Catalog of Advanced Services

Private
Al

Data
Services

Container
Application
Services

Disaster
Recovery
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VMware Cloud
Foundation

Advanced
Security

Load
Balancing

Edge
Orchestration

Business Process
Workload
Automation
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VORSTELLUNG

VMware Cloud
Foundation 9

The information in this presentation is for informational purposes only and may not be incorporated
into any contract. There is no commitment or obligation to deliver any items presented herein.



Wir sind fur tuchdal




Private Cloud Modernization Program Enhancements
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*Upon completing the VCP-VCF or VCAP-VCF certification exam, VMUG Advantage members receive a one-year license. For the second and third years, they must complete a brief refresher exam
each year to earn additional one-year licenses, totaling three one-year licenses. These benefits are effective March 1, 2025.
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100%
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Vielen Dank

Peter Trawnicek

Country Manager | VMware Austria

vmware

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.
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What's new on VCF?

Harald Schneider

Consultant / Solution Architect | Bechtle Austria GmbH

VMware — vUpdate Austria 2024
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BROADCOM "

KNIGHTS
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PROVEN =

e VEXPERT e
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PROVEN
PROFESSIONAL

NSX

ARCHITECTURE IMPLEMENTATION . '
PARTNER CERTIFICATON PARTNER CERTIFICATON | ~

vSphere

© BROADCOM © BROADCOM'

CERTIFIED CERTIFIED Cloud Foundation 2023
EXPERT EXPERT

vSphere Avria Automation

IMPLEMENTATION IMPLEMENTATION

PARTNER CERTIFICATON PARTNER CERTIFICATON

Harald Schneider

Consultant / Solution Architect | Bechtle Austria GmbH

VMware — vUpdate Austria 2024



Bechtle Austria GmbH

vmware
PARTNER

ADVANCED TECHNOLOGY
ALLIANCE

CLOUD SOLUTIONS

vmware
PARTNER

ADVANCED

TECHNOLOGY ALLIANCE

DIGITAL WORKSPACE

vmware
N

ADVANCED TECHNOLOGY
ALLIANCE

MODERN APPLICATIONS

vmware
PARTNER

ADVANCED TECHNOLOGY
ALLIANCE

NETWORKING AND SECURITY

vmware

by Broadcom

VMware Partner seit < 2009

D MANAGEMENT AND AUTOMATION

£ BROADCOM'

PREMIER
PARTNER

VMware Reseller

VMWARE DIVISION
VMware Master Services Competency VMware Mas
DATA CENTER VIRTUALIZATION NGITAL R

CLOUD

|

VERIFIED *

O bechtle

vmware
PARTNER

STRATEGIC TECHNOLOGY
ALLIANCE

CLOUD SOLUTIONS

vmware
PARTNER

STRATEGIC TECHNOLOGY
ALLIANCE

DIGITAL WORKSPACE

vmware
PARTNER

STRATEGIC TECHNOLOGY
ALLIANCE

NETWORKING AND SECURITY
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Was ist die ,,Cloud”

* Auslagerung von Speicherplatz, Rechenleistung, Software und anderen IT-Ressourcen auf externe Server, die von
Drittanbietern betrieben werden.

e Public Cloud: Die Infrastruktur wird von Drittanbietern betrieben und tber das Internet allgemein verfiigbar
gemacht.

e Private Cloud: Die Cloud-Infrastruktur ist fir eine bestimmte Organisation reserviert und kann entweder intern
oder von einem externen Dienstleister betrieben werden.

* Hybrid Cloud: Kombination von Private und Public Cloud, um Flexibilitat zu gewinnen und Daten oder
Anwendungen sicher in der Private Cloud und skalierbare Ressourcen in der Public Cloud zu nutzen.

vmware ‘ O bechtle
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Einige Herausforderungen der Cloud

e Kostenkontrolle.
» UbermiRige Abhingigkeit von Cloud-Anbietern.
* Die Einbindung von Drittanbietern.

e Verlust der Kontrolle Giber Daten und Sicherheit.

* Begrenzter Zugang zum Hochgeschwindigkeits-Internet.

* Fehlende Erfahrung des Teams mit der Cloud.

e Unterstltzung fir Legacy-Infrastruktur.

vmware ‘ O bechtle

by Broadcom
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Was brauche ich um eine Cloud zu betreiben (Auszug)

* Hardware-Infrastruktur
* Server
* Storage
 Netzwerk
* Load Balancer

* Virtualisierungs- oder Container-Software
* Hypervisor

e Container-Orchestrierung

* Cloud-Management-Plattform
e Automatisierungstools
* Monitoring
* Logging
» Self-Service-Portal

vmware

by Broadcom

‘ O bechtle

Netzwerksicherheitslosungen

Firewall und VPN

Intrusion Detection/Prevention Systems (IDS/IPS)
|ldentitats- und Zugriffsmanagement (IAM)

Speichermanagement und Backup

Datenreplikation
Backup- und Recovery-Losungen

Abrechnungs- und Monitoring-Software

Monitoring-Tools
Abrechnungssystem

30



Was brauche ich um eine Cloud zu betreiben (Auszug)

vmware

by Broadcom

‘ O bechtle

vSphere with Tanzu

VCF Automation

VCF Operations

VCF Operations for Logs

VCF Automation / Cloud Director

31



Was brauche ich um eine Cloud zu betreiben (Auszug)

NSX Firewall + Advanced Threat Protection (ATP)

Workspace One Access

Vmware Replication
Vmware Live Recovery

VCF Operations
VCF Operations (aka Chargeback)

vmware ‘ O bechtle

by Broadcom
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Was ist VMware Cloud Foundation

e VCF ist mehr als ein Software Bundle — VCF ist ein Betriebsmodell!

* VCF ermoglicht, die Skalierbarkeit und Agilitat einer 6ffentlichen Cloud mit der Sicherheit und Leistung einer
privaten Cloud zu kombinieren.

vmware ‘ O bechtle

by Broadcom
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Komponenten von Vmware Cloud Foundation

VMware Cloud Foundation (VCF)

Aria Suite Enterprise

Aria Suite Lifecycle
Ari rations for
Aria Automation Aria Operations s GpLE o;tso =10

ADM Enterprise

Aria Operations for

vSphere Enterprise Plus Network

NSX Enterprise Plus

vCenter Standard

NSX Networking
vSphere w/Tanzu

vSAM Enterprise

i T Core]

SDDC Manager

VCF Add-Ons

Wi Live Re Bry

E Tanzu Insights j

Tanzu Cloudhaalth Ent

Taniu App Catalog

vmware ‘ O bechtle
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Support Services
I
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Wo geht die Reise hin?

Disaster Advanced Load Container Data Edge Workload
Recovery Security Balancing Operations Services Orchestration  Automation

. BUILD

DEPLOY )
OPERATE

Tre information in this p Is for nfor Dur POSEs Oty and May Nt Be InCorporated

nto aty comract Thace Is no commitment or obligation 1o delver any ltams preserted herein

vmware ‘ () bechtle

by Broadcom
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Vereinfachung der Bereitstellung und des Betriebs moderner Infrastrukturen

* Cloud Admin
* Neue zentralisierte Konsole
e Kapazitats- und Mandantenverwaltung, Sicherheits-Dashboard.
* VCF Diagnostics, Application Topology und Network Analysis

* Platform Engineer
e Unterstutzt traditionelle VMs, Kubernetes und containerisierte Anwendungen
* Enhanced multi-tenancy capabilities

vmware ‘ O bechtle

by Broadcom
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Transformation der IT-Kerninfrastruktur

@ VMware Cloud Foundation 9

i
4

~

Compute

(vSphere)

Storage
(VSAN)

@ Networking
(NSX)

Wi

vmware ‘ O bechtle
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s Enhanced VCF Import -
E NSX, Multiple Topologies

PLATFORM-WIDE

Advanced
Memory Tiering
with NVMe

Native vSAN-to-vSAN
Data Protection with
Deep Snapshots

Native VPCs
in vCenter and
VCF Automation

£, Sovereign VCF
Multi-Tenancy

INTEGRATION

Confidential
Computing with
TDX

Integrated
vSAN Global
Dedup

Built-in High
Performance
Network Switching

Fleet-Level Operations and
VCF Security Management

v

vSphere
Kubernetes
Service

VSAN ESA
Stretched Site
Recovery

Scaling Adoption of
Virtual Networks
with VPCs

37



@ VMware Cloud Foundation 9

Tra N Sfo rmat i on d er IT- Ke rn i nf rastru kt ur ( G Smmivrmet g fommenver Q [

PLATFORM-WIDE INTEGRATION

* Enhanced VCF Import
* Integriert VMware NSX und verschiedene vSAN-Topologien direkt in VCF-Umgebungen.
e Reduziert die Ausfallzeiten wahrend der Migration und gewahrleistet eine nahtlose Integration und
Zukunftssicherheit bestehender Setups.

e Sovereign VCF Multi-Tenancy
* Ermoglicht sichere, isolierte Multi-Tenant-Umgebungen auf einer gemeinsam genutzten Infrastruktur.
e Bietet malRgeschneiderte Governance und Ressourcenverwaltung und erhdht die betriebliche Flexibilitat.

* Fleet-Level Operations and Security
e Zentralisierte Verwaltung fir alle VCF-Umgebungen
e Einheitliche Sicherheitskonfigurationen fir die gesamte Fleet, verringern Schwachstellen und verbessern die
Compliance

vmware ‘ O bechtle

by Broadcom
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Compute Enhancements in VCF9

@ VMware Cloud Foundation 9

* Advanced Memory Tiering mit NVMe:
* Optimiert die Speicherverwaltung, kalte

Memory Tiering 40% Better Server

Daten werden auf NVMe-Speicher with NVMe > Consolidation
au Sge I age rt. anfldentlal Secure at
. uti he H rvisor
e 40-prozentigen Verbesserung der With TOX and Workload
Serverkonsolidierung. vSphere Out-of-the-Box Rich

Kubernetes «

Service Developer Services

e Confidential Computing mit TDX:
* Intel® Trust Domain Extensions (Intel® TDX)
e Sicherheit durch Isolierung und

Verschlisselung von Workloads, * vSphere Kubernetes Service Enhancements:
gewahrleistet Datenintegritat und * QOut-of-the-Box-Unterstiitzung fur Windows-Container,
Datenschutz auf Hypervisor-Ebene. direkte Netzwerkkonnektivitat iber VPC und native

OVF-Unterstutzung.
* Verbesserung der Flexibilitat und Skalierbarkeit von
containerisierten Anwendungen.

vmware ‘ O bechtle

by Broadcom



Delivering Storage Capabilities with vSAN in VCF9

* Native vSAN-zu-vSAN-Datensicherung mit Deep
Snapshots:
* Bietet Datenwiederherstellung mit RPOs von
1 Minute und sorgt so fir robuste Disaster
Recovery und Datenausfallsicherheit.

* Integrierte globale vSAN-Deduplizierung:
* Reduziert die Speicherkosten um 46 % pro
Terabyte im Vergleich zu herkdommlichen
Losungen.

vmware ‘ O bechtle

by Broadcom

@ VMware Cloud Foundation 9

VSAN-to-vSAN data i 100% on-prem vSAN-
protection with Deep = @3 ‘ > to-vSAN replication
Snapshots Storage with 1 min RPO
(VSAN)
Integrated VSAN | > Cluster level dedup
Global Dedup > driving 46% $/TB
2
E 4
VSAN ESA Stretched | , Fastrecovery from
Site Recovery dual-site failures

vSAN ESA Stretched Site Recovery:

* Gewabhrleistet die Geschaftskontinuitat durch
Aufrechterhaltung des Betriebs und der
Datenverfligbarkeit selbst bei Ausfallen an zwei
Standorten und unterstitzt kritische Anwendungen
mit gestreckter Clusterarchitektur.

40



The Power Of Integrated Networking

* Native VPCs in vCenter und VCF Automation:

* Vereinfacht die Erstellung und Verwaltung von
sicheren, isolierten Netzwerken und reduziert
die Komplexitat und den Zeitaufwand fir die
Einrichtung virtueller Netzwerke.

* Leistungsstarkes Netzwerk-Switching mit NSX
Enhanced Data Path:

* Bietet eine bis zu dreifache Switching-
Leistung, die den Anforderungen
moderner, datenintensiver Anwendungen
gerecht wird und die Netzwerklatenz
reduziert.

vmware ‘ O bechtle

by Broadcom

@ VMware Cloud Foundation 9

Native VPCs

invCenterand

VCF Automation

Built-in High
Performance =
Network Switching

Easy Adoption of

Virtual Networks «

with VPCs

Einfacher Ubergang von VLAN zu VPC:

‘ Networkmg‘

(NSX)

¢ .9
i3]

30s to Isolated
Connectivity in
the Private Cloud

3x switching
> performance NSX
Enhanced Data Path

Streamline VLAN
to NSX and VPC
transition

* Vereinfacht die Migration von herkdmmlichen VLAN-
basierten Netzwerken zu VPCs, vereinfacht die
Netzwerkverwaltung und verbessert die Sicherheit.

41



VPC — Virtual Private Cloud im NSX Kontext

NSX Virtual Private Clouds (VPCs) ist eine Abstraktionsschicht,
die die Einrichtung eigenstandiger virtueller privaterCloud-Netzwerke innerhalb eines NSX-Projekts vereinfacht,

um Netzwerk- und Sicherheitsservices in einem Self-Service-Verbrauchsmodell zu nutzen.

Eine NSX VPC verbirgt die Komplexitat der zugrundeliegenden NSX-Infrastruktur,

der Netzwerktopologie, der Netzwerkobjekte und der IP-Adressverwaltung vor den Anwendungseigentiimern
und bietet ihnen ein Self-Service-Nutzungsmodell zur Ausfiihrung von Anwendungen in ihrem

eigenen privaten Bereich.

vmware ‘ O bechtle

by Broadcom
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VPC — Virtual Private Cloud im NSX Kontext

t Physical

—

. \l‘/ Routers
Tier-0/VRF
Gateway
Project 1 Project 2

External IP Blocks: x.X.%x.x
Private IP Blocks: y.y.y.y¥

MNSX VPC

O
-

VPC Admin

App Subnet (Private)

Web Subnet (Public)

Test Subnet (Isolated)

vmware ‘ O bechtle
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VPC — Virtual Private Cloud im NSX Kontext

vmw NSX Default ~
Home Security Inventory Plan & Troubleshoot System
& -
Network Overview
MNetwork Overview

Configuration Ca

MNetwork Topology

COMNNECTIVITY

IP ADDRESS MANAGEMENT

adm.schneider@... ~

Pt
LS

_ REFRESH

IR Tier-0 Gateways Tier-1 Gateways Segments Distributed Port Groups DNS Zones IP Pools
Tier-0 Gateways 1 2 10 0 (0] 1
Tier-1 Gateways
SEQNEI’\IS NETWORK SERVICES
VPN Services EVPN Tenants Load B.
0 0 0
Network Services
VPN
‘%) TIER-O GATEWAYS 7 TIER-1 GATEWAYS
EVPN Tenant
« NAT 5
Lol  BGP Deactivated 1 5
» BGP Activated, No Peer (1}
IP Management BGP Activated, Peer Configured o
DNS w» BGP Deactivated, Peer Configured o
0
IP Address Pools 04
Tier-0 Gateway running BGP f Tier-1s per Tier-0 Gats
Settings
5 Global Networking Config ~| SEGMENTS (1
MNetworking Profiles NSX Segments Distributed Port Groups
8 9 2
» Not Connected 4
Connected 7 Connected o
» NATed T
o NotConnected 3 /ot Connected  ©
| Il =) [ "
e WInaow
[i] 0 0

Connected to Gateways Connected to VMs

vmware bechtle
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Connected to VMs
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VPC — Virtual Private Cloud im NSX Kontext

vimw  NSX Default W
Home Metworking Projects  MAMAGE Plan & Troubleshoot System
Defalt © rview

. Network Overview Y Gt apacity

L Network Topology

. COMMECTIVITY IP ADDRESS I
s Tier-0 Gateways Tier-1 Gateways Segments Distributed Port Groups DNS Zones
3 Tier-0 Gateways 1 3 10 G O
Tier-1 Gateways
Segments METWORK SERVICES
VPN Services EVPN Tenants MNAT Rules
(0] 0 4
Metwork Services
WPM
(%) TIER-O GATEWAYS (1) TIER-1 GATEWAYS ;
= EVPN Tenant
L MAT 5
Load Balancing « BGP Deactivated 1
» BGP Activated, No Peer 0
IP Management BGP Activated, Peer Configured 0
DG » BGP Deactivated, Peer Configured ]
0

&4 IP Address Pools
Tier-0 Gateway running BGP

vmware ‘ O bechtle
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VPC — Virtual Private Cloud im NSX Kontext

Manage Projects %
Projects provide isolated configuration space for your networking and secu'rt:.r::unﬁg.mhm You can also create Virtual Private Clouds (VPC) in a Project, that provides a simpiified
consumption model fior application owners. Learm more about Projects
Projects Auotas
| ADD PROJECT EXPAND ALL Filter by Name, Path and more =
CET T Tier-0 Gateways UsersfUser Groups Cuota Status Status Alarms
» Default Not Applicable Not Applicable Not Applicable Not Applicable 4 m

vmware ‘ ¢ bechtle y

by Broadcom



VPC — Virtual Private Cloud im NSX Kontext

Project erstellen

Tenant-01

w
!

Tier-0 Gateways

External IPv4 Blocks

Activate Defauit
Distributed Frewall
Rules

Description

Select Tier-O Gateways

Select IP Blocks

Used for public VPC subnets in this Project

@ Yes (3

Enter Description

vmware ‘ O bechtle

by Broadcom

Edge Clusters Select Edge Clusters

Short log identifier sOyAvErL

Organize NSX @ No ©

Portgroups in vCenter

folders

Tags ‘ Tag Scope

Max 30 allowed. Click {+) to add
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VPC — Virtual Private Cloud im NSX Kontext

VPC erstellen

vmw  MNSX

Home

Metwork Overview
o Network Topology
Connectivity

Tier-0 Gateways

Tier-1 Gateways

Segments

MNetwork Services
VPN

EVPM Tenant

vmware

by Broadcom

Default

Networking pyuects - MANAGE

All Projects

Default 1

Tenant-01

| Tede 01

.1'|.

Plan & Troubleshoot

ays

aime

TOA

‘ O bechtle

System

HA Mode
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VPC — Virtual Private Cloud im NSX Kontext

VPCs auswahlen

vmw NSX Tenant-01

Home MNetworking Security VPCs Inventory Plan & Troubleshoot System

£

Network Qverview

MNetwork Overview Configuration

Connectivity

CONMECTIVITY

IP ADDRESS MANAGEMENT
Tier-1 Gateways -

T

Segments

Metwork Services

VPN

MAT

IP Management TIER-1 GATEWAY'S [
DMNS

IP Address Poaols

Settings

Metworking Profiles

vmware ‘ O bechtle

by Broadcom



VPC — Virtual Private Cloud im NSX Kontext

VPCs erstellen

vmw NSX Tenant-01

T
Home Metworking Security Inventory Plan & Troubleshoot System
“ 1 VPC
% Virtual Private Clouds
VPC  Quotas
Mame

vmware ‘ O bechtle

by Broadcom

Tier-O/VRF Gateway
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VPC — Virtual Private Cloud im NSX Kontext

VPCs erstellen

COLLAPSE ALL

Name Tier-0/VRF Gateway Users/User Groups Quota status Alarms

Tenant-01-VPC-01 = TOA1

~ IP Assignment

External IPvd Blocks Tenant-01-External-IP-Block ') Private IPv4 Blocks Tenant-01-Private-17-Black X
DHCP @ Managed by NSX Policy Management

() Extemal {

() None
DS Server IPs Enter DNS Server IPs

~ Services Settings

N-S Senvices a® on o Edge Cluster ECOM
Default Outbound NAT -{5; on @

Activate Default E-W Firewall (i Yes @ Enable for NSX Advanced - Off @
Rules Load Balancer

s Profiles

Short log identifier TenOl 6 Description

This field can be set at VPC creation time and cannot be edited
later. Max 8 characters allowed.

Tags ° Tag Scope

Max 30 aflowed. Click (+} to add

NOTE - Before further configurations can be done, fill out mandatory fields { * ) above and click Save.

El - Activa
vmware ‘ O bechtle §
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VPC — Virtual Private Cloud im NSX Kontext
VPC Admin View

vmware

by Broadcom

Mame
Tenant-01-VPC-01

+ IP Assignment
External IPv4 Blocks
DHCP

DINS Server IPs

w Services Settings
N-5 Services

Default Outbound NAT

Activate Default E-W Firewall
Rules

» Profiles

Short log identifier

Tags

CONNECTIVITY

Subnets

NETWORK SERVICES

SECURITY
E-W Rrewall Rules

MN-5 Firewall Rules

Managed by NSX Policy Management

Mot Set

®0n
@ On

®Yes

TenOi

[}

‘ O bechtle

Tier-0fVRF Gateway UsersflUser Groups Cuota Stah
TOA1 1

Private IPv4 Blocks Tenant-01-Private-IP-Block

Edge Cluster ECO

Enable for NSX Advanced @ Off

Load Balancer

Description Not Set
Static Routes Set
Groups
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VPC — Virtual Private Cloud im NSX Kontext

VPCs Segment erstellen

Set Subnets
VPC Tenant-O1-V. { #Subnets @
NET |
Name Access Mode IP Assignment Subnet Ports Status
Tenant-Segment Private Automatic

Size (estimated max 64
workioads)

Description Tags ‘ Tag Scope

vmware ‘ O bechtle
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VPC — Virtual Private Cloud im NSX Kontext

VPCs Security
E-W Firewall X
VPC  Tenant-01-V.. [ #E-W Firewall Rules &
(eves |
L ADD POLICY - ADD RULE CLOME ) UNDC [1l] DELETE il Filter by Name, Path and more =
Mame I Sources Destinations SErvices Profiles Applied To Action
Lo (] PROJECT-T. (3) Applied: DFW Stateful @ Success @
[] PROJECT-Ten. 778 23 PROJE.  Any Any None e ® Alow - i@
[] PROJECT-Ten. 7179 Any Ay {3 DHCP-_ None DEW ® Alow - P
£’ DHCP-.
PROJECT-Ten 7180 Any Ay Ay MNone DEW @ Drop ~ -

vmware ‘ O bechtle
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Zeit fur Fragen

55
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Vielen Dank
O bechtle

Harald Schneider

Consultant / Solution Architect | Bechtle Austria GmbH
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Private Al Foundation
With VMware & NVIDIA

A

Dominik Steiner

Systems Engineer | NTS Netzwerk Telekom Service AG

VMware — vUpdate Austria 2024
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About me
Dipl.-Ing. Dominik Steiner, BSc

- Seit 2020: Systems Engineer DC @ NTS Wien

- Aufgabenbereiche KNIGHTS

l VMware Certified

Implementation Expert

- Cisco UCS e 2024

- Zertifizierungen m
- VMware VCIX-DCV, VCIX-NV, VCP-AM, VCP-CMA mplemeniion &

Implementation Expert

- VMware VCF (vSphere, vSAN, NSX, Tanzu, Aria)

Metwork Virtualization

- VMware VvSAN, Tanzu & VCF Specialist
- Cisco CCNP

- Certified Kubernetes Administrator (CKA)

- VMware Odyssey Finalist & Broadcom Knight

vmware' | e

by Broadcom
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1000+ 800+

Kunden Mitarbeiter:innen Standorte

o= v

100% 341 Mio € 100%

EigentUmer gefuhrt Umsatz 2023 Menschlichkeit

RELAX,
WE CARE
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by Broadcom

VMware Master Services Competency
DATA CENTER VIRTUALIZATION

Achievement of advanced technical certifications, proof of high-level
service capability and expertise validated by customers.

VMware Master Services Competency
CLOUD NATIVE {

Achievement of advanced technical certifications, proof of high-level L\J
service capability and expertise validated by customers

f BROADCOM'
VMware

. PREMIER
Master Services

PARTNER

Competency

VMWARE CLOUD FOUNDATION™

RELAX,
‘ WE CARE

VMware Reseller

VMWARE DIVISION

VMware Master Services Competency
NETWORK VIRTUALIZATION

evement of ac -ed tec

ce capability ¢

VMware
Master Services

Competency
VMWARE CLOUD™ on AWS
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Predictive Al

vmware ‘

by Broadcom

PREDICTIVE Al

RELAX,
WE CARE

Data Scientists

Vorausschauende Analysen

Spezialisiertes Al-Modell
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Generative Al

PREDICTIVE Al
Data Scientists

Vorausschauende Analysen

Spezialisiertes Al-Modell

vmware' | e

by Broadcom

GENERATIVE Al

Marketing Lieferketten Verkauf 8 Personalwesen

®®@
®O®

Kunden- Forschung und Rechts- Software-

Service Entwicklung wesen Entwicklung

Produktion @ Verrechnung IT Finanz
INTERAKTION MIT NORMALER SPRACHE APIs
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Generative Al
Haufige Use-Cases

Code Erstellung

Effizienzsteigerung
der Entwickler

vmware ‘ We CARE

by Broadcom

Kundenservice

Verbessern von
Unterlagen,
Kundenanfragen &
Feedback

IT Betrieb
automatisieren

IT Betriebsteams

signifikant entlasten

Erweiterte
Datenanalyse

Dokumentensuche,
Richtlinien- und
Arbeitsanweisungs-
Bereitstellung

64
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Warum braucht es Private Al?

Geistiges Eigentum Geschaftskritische oder Zugriffskontrolle

sensible Daten
=

—»

“Ich muss den “Ich m6chte “Ich méchte
Verlust meines sicherstellen, dass vollstandige
geistigen meine Daten niemals Kontrolle liber
Eigentums nach auBen gehen” den Zugriff auf
verhindern” meine Al-
Modelle”

vmware' | LA

by Broadcom
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Verwendung von LLMs

vmware

by Broadcom

Auswahl
des LLM

|

RELAX,
WE CARE

Fine-Tuning
mit kunden-
spezifischen
Daten

LLM-

Implementierung fiir
Inferencing

68



RAG: Retrieval Augmented Generation
Fine-Tuning

&

LLM
Endpoint

4. Send prompt & context

5. Generate Response

6. Retum Respense 3. Return Relevant Context

e
2. Similarity Search =

Vector DB

RAG App

vmware

by Broadcom

Business Data




LLM: Zugriffskontrolle

Models from
Public Repositories

Custom
Fine-tuned Models

vmware' | RELAX,

by Broadcom

9

Security Check

Model Store

Developer A @

Developer B @

Developer C @

Developer D @

Role-Based Access Control




Warum Private Al mit
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VCF: Plattform ohne neue Silos
Ende-zu-Ende-Automatisierung inkludiert

@ VCF Operations

VCF Automation

®

v
(=) vsphere Client

Dev Project 1 (private
project scoped)

Repo 2: Model 2
Repo 3: Model 3

vimware ‘ We CARE

by Broadcom
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Private Al

Innovationen in vSphere

- VM-Class: T-Shirt-Size fiir vGPU VMs
- HA: , Preemptive” vGPU HA
- DRS: vGPU-VMs migrieren

- Kosten: Konsolidierung von Hardware

vimware ‘ We CARE

by Broadcom

80 GB vGPU

40 GB vGPU profile

40 GB vGPU profile

Fails to provision given
only 40 GB profiles available

40 GB vGPU profile
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Private Al

Innovationen in vSphere

- VM-Class: T-Shirt-Size fiir vGPU VMs
- HA: , Preemptive” vGPU HA
- DRS: vGPU-VMs migrieren

- Kosten: Konsolidierung von Hardware

vmware

by Broadcom

RELAX,
‘ WE CARE

'|wmmw
.vm profile

Fails to provision given
only 40 GB profiles available

GPU 40 GB vGPU profile GPU

40 GB vGPU profile GPU

40 GB vGPU profile

m US-East-1a I ACTIONS
Summary Monitor Configure Permissions Hosts

Issues and Alarms > Events

EXPORY v

Performance >
Task and Events W O . X
0O > vSphereHA
Tasks restarted virtual
machine ragapp-vm
on host
' Events es5:d01 useast. 1a
vSphere HA > 0 > | vsphereHA
powered off virtual
machine

ai-workstation on
host esxiOl.useast.1a

0 > | vSphere HA initiated
a failover action on 1
virtual

cluster US-East-1a

) > vSphereHA
detected a possible
host failure on host
e5:003 . useast.1a in
cluster US-East-1a

VMs Datastores Networks Updates

Type v Date Time Y Target v
A Warning 08/26/2024 ® ragapp-vm
.4:35:22 PM

4 Warning 08/26/2024 ® ol-workstation

. 4:35:01 PM

& Warning 08/26/2024 @ US-East-la
. 43420 PM

1) Error 08/26/2024 B esd03.useas
L, 4:34:07 PM tla

OPEN IN NEW TAB [7

Event 1D Y

com. vmware.ve.ha, VmResatrtedByHAEvent

com.vmware.ve.ha. VmPowerOffByHAEvent

com. vmware.vc. HA ClusterFailoverActioninit
latedEvent

com.vmware.vc.HA DasHostFalledEvent

Objects per page 10V | 4 objects [I]/u) n
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Private Al

Fails to provision given
only 40 GB profiles available

Innovationen in vSphere

- VM-Class: T-Shirt-Size fiir vGPU VMs
- HA: ,Preemptive” vGPU HA
- DRS: vGPU-VMs migrieren

- Kosten: Konsolidierung von Hardware

MLPerf Inference Benchmarks — Queries Per Second - 8 x H100
Bare metal baseline set to 1.0; higher is better

40 GB vGPU profile

40 GB vGPU profile

vSphere vs. bare metal -
Offline scenario (samples per second)
Dell XE9680 w/ 8x H100 GPUs

1.00 1.00 099 100 102 102 104

FIRCI T R R
& & P £ o
4 e R

M US-East-1a | : acrions
Summary Monitor Configure Permissions Hosts VMs D !
wcmtsume > [EVGES
Perf: > EXPORT v COPY TO CLIPBOARD FILTER
Task and E > 0O Description v Type v Date Time Y Target v Evertt IO v
0O >  vSphereHA A Waming  08/26/2024 & ragapp-vm com vmware vc ha VmResatrtedByHAEvent
Tasks restarted virtual L 43522 PM
machine ragapp-vm
on host
I Everts es5:d01 useast. 1a
vSphere HA > I | > vSphere HA & Warning 08/26/20: & ooworkstation  com.vmware.ve.ha. VmPowerOffByHAEvent
powered off virtual L 4:35:01 PM
vSphere vs. bare metal - mechine
Se g Resource Allocation > al-workstation
rver scenario (qu) et B0l fasmnd s
Dell XE9680 w/ 8x H100 GPUs | .
D > vSphere HA initiated & Warning 08/26/2024 @ US-East-la com.vmware.ve. HA ClusterFailover Actioninit
a failover actionon 1 . 43420 PM latedEvent
virtual machines in
cluster US-East-la
0.95 0.98 0.98 0.98 1.04 |
0 > | vSphere HA () Error 08/26/2024 B esd03.useas com.vmware.vc. HA. DasHostFalledEvent
detected a possible ,4:34.07 PM tila

Objects per page 0OV

(> o

4 objects
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Private Al mit NVIDIA

NVIDIA

NVIDIA Fine-Tuned Third party &

Foundation Models Models Community Models

NVIDIA NIM
Deep Learning
VMs

NVIDIA NeMo _= NVIDIA RAG LLM
Vector Database
PosigreSQL + mware CCII'OI?Q SEI.UP
pgve ctor by Broadcom Wizard

NVIDIA GPU
Operator
GPU
Monitoring

DAL ec!

vmware ‘ RELAX.

by Broadcom

nologies

/@ )
((;1)) VMware Cloud Foundation
A

CIsCO

Partner
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Private Al: Demo
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[ Al Resources ¥ FILTER | Q

| sort: Name ascending)

B Content Hub v 6
Al WORKSTATION

Blueprints Workstation with preconfigured
GPU Capabilites

Projects:  Private A

Context. Private Alnamespace-1 REQUEST

VM Service

Model Runtime
Data Indexing and Retreival
In Memory DB's

-

©

Al KUBERNETES RAG

Deploy a VMware Kubernetes
Cluster, customizable, GPU
capable worker nodes to run AL/
ML workioads.,

Projects:  Private Al

REQUEST



M VCF Automation

v Private Al Services - VCF Automation

Scott

W Private Al Foundation Services AEME Davalboarars

Data Indexing & Retrieval

Data Indexing & Retrieva

ADD DATA SOURCE

Agent Bullder




8 VCF Automation

v Private Al Services - VCF Automation

Scott

W Private Al Foundation Services ACME Development

Data Indexing & Retrieval v VMware Validated Solutions KB

Agent Bullder
1. Knowledge Base Details 2. Link Data Sources 3. Index settings

Knowledge Base Type

Created On

Refresh Policy

Next Refresh

LINK DATA SOURCES




¥ VCF Automation

v Private Al Services - VCF Automation n

Link Data Sources

Sourcetype Y Description Status




8 VCF Automation

v Private Al Services - VCF Automation

Scott

opment

W Private Al Foundation Services ACME D
! & Deve

Data Indexing & Retrieval v VMware Validated Solutions KB

Agent Bulider
Knowledge Base Detalls nk Dat: Index settings

Knowledge Base Type Description Index Status

Created On Embedding Mode

Token Overlap

Last Refresh Agents

h(‘ «l p("f("."




¥ VCF Automation

v Private Al Services - VCF Automation

vww Private Al Foundation Services Scott Davis v

Context

Data Indexing & Retrieval

Agent Bulider

Create Your First Agent

)

CREATE AGENT LEARN MORE

Prerequisites

Model Endpoint Knowledge Base (Optional)




vimw Private Al Foundation Services

Create Agent

Data Indexing & Retrieval

Agent Bullder

Name °

Description

Model Endpoint

Instruction

8 VCF Automation

v Private Al Services - VCF Automation

CREATE

Test Agent

Scott Davis

v




¥ VCF Automation

v Private Al Services - VCF Automation

W Private Al Foundation Services Scott Davis v

Data Indexing & Retrieva

; . Test Agent
Validated Solutions Helper ACTIONS

Agent Details
Agent Bullder

Validated Solutions Helper

v

Sample Request




M VCF Automation

v Private Al Services - VCF Automation

W Private Al Foundation Services Scott Davis

Context

Test Agent

Data Indexing & Retrieva

Agent Bulder




OBJECT STORE « Object Browser

User E vvs-documentation

('S:) Object Browser

~ Name Last Modified

Documentation

Administrator

g Buckets




u VCF Automation

v Private Al Services - VCF Automation

W Private Al Foundation Services Scott Davis v

> . Test Agent
Validated Solutions Helper m ACTIONS ™

Validated Solutions Helper

Data Indexing & Retrieva

Agent Bullder

Validated Solutions Helper

del Endpoim

M ’

Sample Reques
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VCF Intelligent Assist




VCF Intelligent Assist

vmw NSX

Home Networking

(%) Security Overview

Threat Event Monitoring
. IDs/es
Suspicious Traffic
= Filtering and Analysis

Malware Prevention

Policy Management
£3 Distributed Firewall

i35l Gateway Firewall

IDS/PS & Malware Prevention

@ TLS Inspection

Service Chain Management
Tl E-W Network Introspection
Cly N-S Network introspection

{5 Endpoint Protection Rules

Settings
. General Settings

Cly Network Introspection

Default v

Security Inventory Plan & Troubleshoot

«

IDS/IPS
Monitoring

Packet Capture Query

INTRUSION ATTEMPTS

Unigue Intrusions (27)
Tratic: ALL TRAFFIC ~

VIEWING SIGNATURE ACTIONS (3/3) ~

Threat Detection & Response

Totat 542 7Daysam ()

Crtical (4]
N ®
Avg 17 Avg 18 Aug 19 Avg 20
T AT Amn Aug 19 T Am®
Impact Score Severity Last Detected 1D & Detaits

> (m) pes

@ -

> @ regn

Aug 23,2024 24340
b

Sngie Attermpt

Aug 19,2024, 3052
™~

Mutiple Attermpts

Aug 19, 2024,
04936 AM

Sevgle Attempt

2027512 ET MALWAR.

NOSSIS NSX - (Comm._

2024297 ET EXALOT

System

Ousters: V2 Gateways: V4

Fiter by Attack Type or more

@ecamcars (Jewcne [Jemsoums [Jelowo

C REFRESH

Last 70ays

[ # susmaious

Avg 1 Aug 22 Auvg 23 Avg 24

Avg 21 Avg 22  AmBn AmM

Users Where intelvgent

= CVE Details cvss A

' 00 None O

2 0.0 Nome O

1 CVE-CVE-2017- 0.0 None O

o3

1-9019 ¢ Back Next >

Timetne (D

O 4 © 0O =

bpuliyandagvm

() Intelligent Assist Pl

< Return to Chat: NSX - (Exfitration) Detect possible outbound dnscat2 _

Assstng on

20240819 Source

00 ) Vgh 17412240 192.968.20.34 56354

7s5.45.776Mm

Explain this event to me.

k\ Inteligent Assist

The main event is a Dnscat (MITRE Tactics: Exfiitration) detection on host
192.168.20.34 attempting to contact 175.45.176.171. This indicates
potential attempt to steal data from the organization using a DNS-based
command and control channel.

Hypothesis 1: Compromised Host Exfiitrating Data

The Dnscat detection for Exfiitration on 192.168.20.34, coupled with the
previous Dnscat detection for Command and Control on the same host,
suggests that this host has been compromised and is being used as a
conduit for data exfiitration. The attacker may have established a
persistent command and control channel using Dnscat and is now
attempting to steal sensitive information from the organization. The
earfier Darksicle detection on the same host further supports this
hypothesis as Darkside is known to be delvered via phishing or
exploiting remote systems and accounts, potentially leading to the initial
compromise.

Hypothesis 2: Lateral Movement Data Exfiltration

The detection of Darkside on 192.168.100.34 followed by Dnscat on
192.168.20.34 suggests that the attacker may have moved laterally from
192.168.900.34 to 192.168.20.34 and is now attempting to exfitrate data.
Darkside is known to use the TOR network for its command and control,
which might have facilitated the lateral movement. The attacker may
have exploited vuinerabilities on 192.168.100.34 to gain access and then
moved to 192.168.20.34 to establish a more covert exfitration channel
using Dnscat.

Tell me more about threat "Dnscat”

(En(ev message

D ®




VCF Intelligent Assist
IDS/IPS Events in VMware NSX

Tell me more about threat "Dnscat’,

. intelligent Assist

Dnscat is a ool used to establish a covert command-and-control (CAC)
channel over the Domain Name System (DNS) protocol. This means that
attackers can use DNS traffic, which is typically allowed through firewalls
and network security devices, 1o communicate with compromised
systems and control them remotedy.

Dnscat2, a specific implementation of Dnscat, is particularly effective
because it encrypts the communication, making it difficult for security
tools to detect and analyze.

The detection of Dnscat activity on a host, such as 192.168.20.34 in this
case, indicates a possible attempt to exfiltrate data or estabish a
persistent command-and-control channel for further malicious activity.

<s
) Inteligent Assist

¢ll me more about threat "Dnscat

events did happen on “175 45 176 1117

vmware ‘ We CARE

by Broadcom
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VCF Intelligent Assist
IDS/IPS Events in VMware NSX

Tell me more about threat "Onscat’,

. Inteligent Assist

Dnscat is a tool used to establish a covert command-and-control (CAC)
channel over the Domain Name System (DNS) protocol. This means that
attackers can use DNS traffic, which is typically allowed through firewalls
and network security devices, 1o communicate with compromised
systems and control them remotedy.

Dnscat2, a specific implementation of Dnscat, is particularly effective
because it encrypts the communication, making it difficult for security
tools to detect and analyze.

The detection of Dnscat activity on a host, such as 192.168 20.34 in this
case, indicates a possible attempt to exfiltrate data or estabish a
persistent command-and-control channel for further malicious activity.

<

) Inteligent Assist

Tell me more about threat "Dnscat

What events did happen on "175.45.176. 17

What events did happen on “192.968.20.347

vmware NTS R

by Broadcom

what are the IOCs from this event

) inteligent Assist

The 10Cs (Indicators of Compromise) from this event are:

* Source IP: 192.168.20.34 (potentially compromised host)

« Detination IP: 175.45.176.111 (potential C&C server)

* Threat: Dnscat (MITRE Tactics: Exfiltration)

* Protocol: DNS (Domain Name System)

* Activity: Communication over DNS, potentially for data
exfiltration or establishing a persistent command-and-control
channel.

Additional I0Cs based on the event history:

* Threat: Darkside (MITRE Tactics: Command and Control,
Exfiitration)

* Source IP: 192.168.100.34 (potentially compromised host)

« Destination IP; 175.45.176.111 (potential CAC server)

* Protocol: TOR (The Onion Router) network (for Darkside C&C)
* Activity: Communication over TOR, potentially for ransomware
activity or data exfiltration.

Important Considerations:

* The use of Dnscat, which is designed for covert communication
over DNS, suggests an attempt to avoid detection by traditional
security tools.

* The repeated detections of Dnscat and Darkside on both
192.168.20.34 and 192.168.100.34 indicates a potential lateral
movement by the attacker from one compromised host to another.

(Eh'.x-’ message ~) N\
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VCF Intelligent Assist
IDS/IPS Events in VMware NSX

Tell me more about threat "Onscat’,

) Intelbgent Assist

\

Dnscat is a tool used to establish a covert command-and-control (CAC)
channel over the Domain Name System (DNS) protocol. This means that
attackers can use DNS traffic, which is typically allowed through firewalls
and network security devices, 1o communicate with compromised
systems and control them remotedy.

Dnscat2, a specific implementation of Dnscat, is particularly effective
because it encrypts the communication, making it difficult for security
tools to detect and analyze.

The detection of Dnscat activity on a host, such as 192.168.20.34 in this
case, indicates a possible attempt to exfiltrate data or estabish a
persistent command-and-control channel for further malicious activity.

<

) Inteligent Assist

\

Tell me more about threat "Dnscat

What events did happen on “175 45176 M™?

What events did happen on “192.968.20.347

what are the IOCs from this event

) Inteligent Assist

The 10Cs (! s of Comp from this event are:

* Source IP: 192.168.20.34 (potentially compromised host)

« Detination IP: 175.45.176.111 (potential C&C server)

* Threat: Dnscat (MITRE Tactics: Exfiltration)

* Protocol: DNS (Domain Name System)

* Activity: Communication over DNS, potentially for data
exfiltration or establishing a persistent command-and-control
channel.

Additional I0Cs based on the event history:

* Threat: Darkside (MITRE Tactics: Command and Control,
Exfiitration)

* Source IP: 192.168.100.34 (potentially compromised host)

* Destination IP; 175.45.176.1 (potential C&C server)

* Protocol: TOR (The Onion Router) network (for Darkside C&C)
* Activity: C ication over TOR, p ially for °

* The use of Dnscat, which is designed for covert communication
over DNS, suggests an attempt to avoid detection by traditional
security tools.

* The repeated detections of Dnscat and Darkside on both
192.168.20.34 and 192.168.100.34 indicates a potential lateral
movement by the attacker from one compromised host to another.

N

tell me a joke...

) Inteligent Assist

it seems Bice your question is a bit off-topic for a Cybersecurity Assistant!
® I'm here to help with all things related to computer security,

Would you like to ask me a cybersecurity-related question instead? For
exampie:

* What are some common phishing techniques?

* How can | improve my password security?

* What are some best practices for securing a home network?
m happy 10 help you with any Cybersecurity concerns you may have!

(En'.vr message I

- —~
(En!(-r message ‘) (™)
= o~/

RELAX,
AN WE CARE o
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VCF Intelligent Assist
IDS/IPS Events in VMware NSX

Remediate using ‘Effective’ strategy.

) Intelligent Assist

Previously we added policies in the IDS/IPS & Malware Prevention page
for Effective strategy. These policies were:

R siation Polici
Source Destinaticn Signatures
192682034 = 0985773

You just selected the Effective remediation strategy. Below are the
policies that can help with remediation using this strategy

R siation Poli
Source Destination Signatures
92682034 * - 095773

Would you like to create this policy?

vmware ‘ We CARE

by Broadcom



VCF Intelligent Assist
IDS/IPS Events in VMware NSX

Remediate using ‘Effective’ strategy. L) ntemgent Assist

) We have successfully created following policies to remediate this event.
) Inteligent Assist

\

Policy Resources
Previously we added policies in the IDS/IPS & Malware Prevention page
for Effective strategy. These poicies were: e — e —
\asProfie copiot-1095773 Unchanged 7
Remediation Policies
Source Destination Signatures Service coplot-UDP-ANY Unchanged L4
1929682034 * op 095773 J
1dsSecuntyPolicy : == o Create 7
You just selected the Effective remediation strategy. Below are the 5 .
policies that can help with remediation using this strategy: Group 192.968.20.34 Unchanged 7
Remediation Policies opiot-vm-
Geoup :92 %8 ;: 34 Unchanged K
Source Destinaticn Signatures Q
1929682034 * L 095773 copiot-
IasRule 192.968 20 34- Create -
ANY-UDP-ANY

Would you like to create this policy?

Please review and enable the rules in the IDS/1PS & Malware Prevention
page.

CEn!cr message ) k/;\\
= e’

No

vmware NTS e
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VCF Intelligent Assist
IDS/IPS Events in VMware NSX

vmw NSX Default v
Home Networking Security Inventory Plan & Troubleshoot Threat Detection & Response System

«

7 Security Overview

Threat Event Monitoring
1DS/PS
Suspicious Traffic
Filtering and Analysis

Malware Prevention

Policy Management
Distributed Firewall

Gateway Firewal
IDS/%PS & Malware Prevention

TLS Inspection

Service Chain Management

vmware

by Broadcom

IDS/IPS & Malware Prevention

Rules Profies Settings

Distributed Rules Gateway Ru

EMERGENCY THREAT RULES (1) THREAT RULES (7)
+ ADD POLICY
Name -] Sources
v (] Co-Piot Remediations (1)
] Co-Piot 192.968.2..

(] copiot-1921682034-AN.. 18414

RELAX,
JISN WE CARE

Destinations

Services

) COpiot-UDP-ANY

Security Profies

QD copiot-1095773

Applied To

5 Co-Plot VM 192.1.

® «~ @ bpuliyanda@vm

Filter by Name, Path and more —

Mode

Statefd @ Success C

Detect & Prevent

®)
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VCF Intelligent Assist

Netflow-Analysen

Q\ Intelligent Assist

»

©) Intelligent Assist

Here are the top 5 rules by flow count.

Rule Type: ® Broadmatch @ Blocked @ Allowed
RULE NAME COUNT
Application Default Rule...
DMZ-Internet-SSH-Deny
Internal-internet-ICMP-D
DevOps-to-Staging-Env-...

VPN-Clients-Internal-Any...

[Explain broadmatch rule typeJ

[Explain blocked rule typeJ

vmware NTS R

by Broadcom

89.12K flows

s 87.53K flows
s 72.12K flows
79.36K flows

wemm  65.12K flows

SNOw me top 5 ruies by rfow count
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VCF Intelligent Assist
Fragen zum Upgrade-Pfad

Me

Help me understand the upgrade path to NSX 4.2

Here is the upgrade paths to NSX 4.2.0 from your current manager, NSX 4.0.1.1.
* NSX 4.0.X > NSX 4.2.0
Here is a list of compatible VMware vCenter Server and VMware ESXi for NSX 4.2.0.

LEGEND VMware NSX
Compatible 4.2.0.0

VMware vCenter Server

8.0U3

8.0VU2

8.0u1

8.0

7.0U3

7.0U2

7.0

O 00000000

7.0

VMware vESXi

(Enter message.. />
vmware ‘ WE CARE
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VCF Intelligent Assist
Code-Generierung flir Automatisierung

Me

Generate a shell script for deleting all groups with a tag= sales-test

See the Shell script below [] Copy Script

# Tag to filter groups
TAG=sales-test

# Function to get the list of groups
get_groups() {
curl -k -u "$USERNAME:$PASSWORD" -X GET "$NSXT_MANAGER/policy/api/vi/infra/
domains/default/groups" -H "Accept: application/json"

}

# Function to delete a group

delete_group() {

local group_id=$1

curl -k -u "$USERNAME:$PASSWORD" -X DELETE "$NSXT_MANAGER/policy/api/vl/
infra/domains/default/groups/$group_id"

) N

100

vmware We CARE
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Private Al

Vorteile

Effizienz & Automatisierung

_ Kontrolle uiber Daten-Zugriff und
durch VMware Cloud Foundation

deren Nutzung

Effizienzsteigerung durch bessere Deep Learning VM Templates

Auslastung und leichterem Betrieb & Vector Datenbank fiir

von (GPU-)Ressourcen RAG-Workflows
Kein neuer Silo fiir Betrieb Self-Service Plattform fir
von Al & Nutzen von Data Scientists +
Partner-Okosystem

Automatisierung

vmware' | e
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Vielen Dank

RELAX,
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Dominik Steiner

Systems Engineer, NTS Netzwerk Telekom Service AG

+43 664 88533879

dominik.steiner@nts.eu

vmware
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VMware vSphere

Whats new?

Patrick Hawranek

Consultant | ACP IT Solutions GmbH

VMware — vUpdate Austria 2024
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o About Me and ACP

o VMware vSphere Product Line Comparison
o VMware vSphere Standard (VVS)
o VMware vSphere Enterprise Plus (VVEP)
o VMware vSphere Foundation (VVF)
o VMware Cloud Foundation (VCF)

o VMware vSphere 8 Update 3

o VMware Cloud Foundation Operations

vmware ‘

by Broadcom
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About Me — Patrick Hawranek

Seit 2017 bei ACP IT Solutions GmbH beschaftigt

e . . . . . mwarey
Tatigkeiten: Consulting, Pre-Sales, Licensing CERTIFIED | (ysewmpmmmme

ADVANCED
PROFESSIONAL

VMware Zertifizierungen: Network VirtuallZ2 el

Design 2023

HCI 2022

o Double VCP - Data Center Virtualization & Desktop Mobility

o Double VCP - Network Virtualization & Desktop Mobility vmware'

vSAN 2023
o VMware Certified Professional - Desktop Management 2023 IMPLEMENTATION

EXPERT

o VMware Certified Professional - Network Virtualization 2023
o VMware Certified Advanced Professional - Network Virtualization Design 2023

o VMware Certified Specialist - vSAN 2023
vmware

o VMware Certified Specialist - vSAN 2022 % Certified Professional
ADVANCED
o VMware Certified Specialist - vSphere with Tanzu 2022 PROFESSIONAL

NV & DTM

o VMware Certified Advanced Professional - Data Center Virtualization Deployment 2020
o VMware Certified Advanced Professional - Data Center Virtualization Design 2020

o VMware Certified Implementation Expert - Data Center Virtualization 2020

vmware
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About ACP
https://www.acp-gruppe.com

O

O

©)

Standorte: 50+ in AT und DE
Mitarbeiter: ca. 2500 hochqualifizierte IT-Expert:innen
Wir bieten Kunden innovative und maRgeschneiderte Losungen

Managed Services

Unsere Geschaftsfelder

@ (7 IT for

brid Cloud & Workplace

Datacenter

VMware Premier Partner

VMware by Broadcom Service Provider Lizensierung (VCSP)

vmware ‘

by Broadcom

innovators.
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VMware vSphere Product Line Comparison
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VMware vSphere Standard (VVS)

VMware vSphere Standard (VVS)

vSphere Standard

VVS Add-Ons

WMware Live Recovery

Live Site Recovery
LSR

Support Services
l_ pp _I

Live Cyber Recovery
LCR

109
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VMware vSphere Standard (VVS)

VVS Features included:

« vSphere Standard
o vCenter Server Standard
o vSphere ESXi
» Broadcom Software Maintenance

Add-Ons:

« VMware Live Recovery (VLR) (Sold as Per Protected VM)
o VMware Live Site Recovery (LSR)
o VMware Live Cyber Recovery (LCR) (Sold as protected TiB)

vmware ‘
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VMware vSphere Enterprise plus (VVEP)

VMware vSphere Enterprise Plus (VVEP)

vSphere Standard

VVS Add-Ons

WMware Live Recovery

Live Site Recovery
LSR

Support Services
[ suwp s =

Live Cyber Recovery
LCR

vmware ‘
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VMware vSphere Enterprise plus (VVEP)

VVEP Features included:

- vSphere Standard
o vCenter Server Standard
o vSphere ESXi

« Broadcom Software Maintenance

Add-Ons:

« VMware Live Recovery (VLR) (Sold as Per Protected VM)
o VMware Live Site Recovery (LSR)
o VMware Live Cyber Recovery (LCR) (Sold as protected TiB)

vmware ‘
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VMware vSphere Foundation (VVF)

VMware vSphere Foundation (VVF)

Aria Suite Standard

Aria Suite Lifecycle

: : Aria Operations for

vSphere Enterprise Plus

VSAN Enterprise

VSAN
(250 GIB/Core)
VVF Add-Ons
VMware Tanzu

VYMware Live Recovery Intelligence Services ﬁ

Live Site Recovery Tanzu Guardrails Ent
5 i TGE
M l_ Support Services _I

Tanzu Guardrails Adv

Live Cyber Recovery | T I
| LCR |

Plat
Tanzu Insights

TS | Tl |
Tan uc Ent Guidanc
VMware Load Balancer | E | r Peer Ins

Ad al LB
7 App curity Tanzu Ap
tes Ingress | T |

vimmware ACP
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VMware vSphere Foundation (VVF)

VVF Features included:

vSphere Enterprise Plus
 vCenter Server Standard
» vSphere with Tanzu (includes TKG Runtime)
« vSphere ESXi
VSAN Enterprise (NEW: includes 250GiB per CPU Core per host)

Aria Suite Standard
* Aria Suite Lifecycle
» Aria Automation Orchestrator (Basic)
* Aria Operations

 Aria Operations for Logs

114
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VMware vSphere Foundation (VVF)

Add-Ons:
« VMware Live Recovery (VLR) (Sold as Per Protected VM)

o VMware Live Site Recovery (LSR)
o VMware Live Cyber Recovery (LCR) (Sold as protected TiB)

« VSAN Enterprise Sold as Per TiB (no minimum purchase)
VMware Load Balancer (NSX Advanced Load Balancer) (Sold as per service unit)
Tanzu Mission Controll (TMC)
Tanzu Application Paltform (TAP)
Tanzu Spring Runtime (TSR)

Tanzu Guardrails Enterprise (TGE)

vmware |

by Broadcom
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VMware Cloud Foundation (VCF)

VMware Cloud Foundation (VCF)

Aria Suite Enterprise

Aria Suite Lifecycle
. . . . Aria Operations for
Aria Automation Aria Operations I ch:gsl

AON Enterprise

Aria Operations for
Network

vSphere Enterprise Plus
vCenter Standard NSX Enterprise Plus HCX Enterprise
vSphere w/Tanzu \_—_|
VvSAN Enterprise Data Services Manager
‘ \
{1 TiBfCore)

SDDC Manager

VCF Add-Ons ——

VMware Live Recovery VMware FW + ATP Tanzu Mission Control I_ Intelligence Services _I

Live Site \ VMware Firewall Tanzu Gu ails Ent
LS istributed FW an | TGE | s )
. upport Services —/

Tanzu Guard

Live Cyber Recovery
LCl

Tanzu Application
Platform

VMware Private Al

L7 App Se \ . F tion
Kuberne ]

vimmware ACP
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VMware vSphere Product Line Comparison

Feature Comparision VVS, VVEP and VVF:

https://www.vmware.com/docs/vmw-datasheet-vsphere-product-line-comparison

117
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VMware vSphere 8 Update 3

o VvCenter Reduced Downtime

o VvSphere Lifecycle Manager

o VvSphere Configuration Profiles
o Live Patching

o GPU Profiles

o Cluster Level GPU Monitoring
o CPU C-State Virtualization

o Security Configuration Guides & Baselines
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-esxi-vcenter-803-security-guide.pdf

vmware ‘
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VMware vSphere 8 Update 3
Live Patching

Lifecycle Manager | actions~

Image Depot Updates Imported ISOs Baselines Settings

< - n/a. Ne ‘n/a
ESX| VERSIONS VENDOR ADDONS COMPONENTS Eastoync v Nextsyncin/a

4 (¢ egory: Enhancement )
’ ESXi 8.0 U3a - 23658840 | Live Patch ) —_—

# Live Patch eligible from 8.0 Update 3 - 23653650 @

8.0 U3a - 23658840 v (released 04/3C

ESXi Version } . 0
# Live Patch eligible from 8.0 Update 3 - 23653650 (1)

Vendor Addon (i) SELECT (optional)

Firmware and Drivers Addon (i) SELECT (optional)

Components (i) 2 additional components Show details

SAVE VALIDATE ‘ CANCEL

vmware ‘
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VMware vSphere 8 Update 3
Live Patching

m B B ©

v @

vcenter-Ol.vmw.lab

v [ Datacenter

v [ cluster-01
esx-Ol.vmw.lab (Partial Maintenance Mode)
esx-02.vmw.lab
esx-03.vmw.lab
VM-1
VM-2
VM-3

vmware ‘
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VMware vSphere 8 Update 3
GPU Profiles

Machine Learning Application Compute Application

4 GB GPU Memory 4 GB GPU Memory

Virtual GPUs

121
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VMware vSphere 8 Update 3
Cluster Level GPU Monitoring

h cluster-02

GPU Details
Last Updated at

Total GPUs 8

GPU Compute

GPU Memory

2 Gt 1

vmware ‘

by Broadcom

Capacity and Usage
st I atacd At 3 P

CPU

Memory

Storage

C

& Administrator@VSPHERE.LOCAL v
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VMware vSphere 8 Update 3
CPU C-State Virtualization

Workload triggers C-States

vmware ‘

by Broadcom
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VMware Cloud Foundation Operations

New console experience that adds diagnostics capabilities into VMware Cloud Foundation Operations
o Overall Findings and Security Advisories
o Combination of Skyline Health Diagnostics, Skyline Advisor, and VMware Aria Operations for Logs
o Categorize findings based on criticality (critical, immediate, and warnings)
o Certificate Management
o Shows all certificates in the environment and status

o New Dashboards for Health, vCenter, ESXi, vSAN, Snapshots and more
o VCF Chargeback (Aria Chargeback)

vmware ‘

by Broadcom
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VMware Cloud Foundation Operations
Home Overview Dashboard

v VMware Aria Operations

2 Google Ooud VMware Engre

= Operatiom

Capacity

Cost

SR TIPIoT

o Admunist-ation

Findings Configuration Drifts Certificates

vmware
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VMware Cloud Foundation Operations
Home Overview Dashboard

Filter Finding Type Check Last Run

VCF Inventory

VCF Component

vmware

by Broadcom
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VMware Cloud Foundation Operations
Findings Example

Summary Affected Objects Recommendations

Finding
vSphere_StoragevMotion_KB_88957

Severity Finding Type Product Area Check Last Run Last Observed
7 Critical Availability Storage 07/19/2409:27 AM 06/21/24 10:20 AM

Description Affected Objects
Cancelling a storage vMotion task causes a VM to crash 53

Additional Information
This is due to how the cancellation for a storage vMotion is handled on the backend with individual disks for a VM

compared to how storage vMotion is handled for an entire VM migration.

VCF Component VCF Capability
vSphere * vMotion

vmware ‘

by Broadcom
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Vielen Dank

ACP

Patrick Hawranek

Consultant / HCDC

+43 664 60187 11762

patrick.hawranek@acp.at

vmware
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vmware | @evoila

by Broadcom

What‘s new on Tanzu?

Tanzu Platform & vSphere Supervisor

Maximilian Marschall

Unit Lead — Cloud Native International | evoila

VMware — vUpdate Austria 2024



Tanzu Platform 10

“Eine cloud-native Anwendungsplattform,
die darauf abzielt, die Softwarebereitstellung
zu beschleunigen und die betriebliche
Effizienz fur Plattform-Engineering-Teams zu
verbessern.”

General Available ab 27.11.2024

vmware ‘ @ evoila
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Tanzu Platform 10

- "H\‘
j |
."I II'l,
U

air-gapped Unterstltzung
Setup moglich von Kubernetes

vmware ‘ @ eVvoila

by Broadcom

O
L S

Unterstutzung
von Cloud
Foundry

=9

Integration von
DSM
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Tanzu Platform 10

Tanzu Platform Tanzu_Piatform_Demo_TMM V' @ Ll @ e Dmf::::?otee v B
Tanzu Platform nutzt
Spaces um Py ShRace
Infrastruktur fur o emsatiniss i
E n tW | c k | er zu Applications & spring-music (V] where-for—difmer
i Application Spaces \e
abstrahieren. e
Profiles 2 ——
Capabilities No Workloads Deployed
Availability Targets p — -
& Infrastructure R e :im@;m;m <
Kubernetes Clusters
Foundations VIEW DETAILS VIEW DETAILS
Search
O Pk Q_Search
2 Spaces
(S Eeeformance Space Name Status Profiles Availability Target Last Updated
£} Security Posture Wharafor<dkines _ (2] (usegion | ( eurregion | May 24, 2024, 912 AM
‘% Setup & Configuration SRING-MUSIC _ ° au-region May 24, 2024, 11:28 AM

vmware
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Tanzu Platform 10
Deployment Pfade

tanzu build/deploy tanzu build/deploy

134
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vSphere Supervisor
und VKS

vmware ‘ @ evoila
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WE KEEP CHANGING NAMES, WE'RE SORRY!

There is a lot of confusion that has been caused by all of these changes, and |
know it's hard to navigate. Let me try to explain where we are now as these
names are here to stay (=)

vSphere with Tanzu -> vSphere |aaS control plane = vSphere Supervisor
| TKG Service = vSphere Kubernetes Service (VKS)

Please accept this Haiku as a form of apology «:

(PS: Docs and Product Ul will be updated to reflect the changes.)

Katarina Brookfield

@MrsBrookfield

Tech Marketing - vSphere Supervisor. CKA. VCIX7-DTM. VCAPT-CMA._ VCIX6-DCV.
VDMOO4. MBA & Ing. @virtualhobbit's wife. #katcooks

Screenshots by Robert Kloosterhuis

vmware ‘ @ eVvoila
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vSphere Supervisor
Namenserklarung

[ 2 [ 2

vSphere Supervisor

vmware ‘ @ eVvoila
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vSphere Supervisor

® G ®

L3 &« #
( )
Supervisor Control Plane
‘‘‘‘‘ -
vSphere Infrastructure @ <=
\ J
Virtuelle Maschinen VKS Clusters Supervisor Services Data Services*
Self-service um VMs zu deployen und Voll upstream-konforme Cluster Platform mittels Services um Datenbanken as a Service

managen via Kubernetes API deployen und managen Funktionen erweitern
*nur in VCF verfligbar

139
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vSphere Supervisor

VKS als Supervisor Service

Neue Workload Cluster
Versionen unabhangig vom
vCenter

vmware ‘ @ eVvoila

by Broadcom

Neuerungen

Local Consumption
Interface als Supervisor
Service

Cluster erstellen und verwalten
im vCenter GUI

Velero als Supervisor
Service

Jetzt automatisch deployed

Inkludiert in VVF und VCF

Enterprise Kubernetes Solution
ohne zusatzlichen Lizenzkosten!

140



vSphere Supervisor
Services

Workload Manz

Upd

Supervisor Services

konnen im vCenter GUI
Supervisor Services is a platform for managing core infrastructure components, such as virtual machines. Application teams are able to deploy instances
of Supervisor Services within their own Namespaces using industry standard tools and practices. Discover and download available Supervisor Services verwa Itet we rd en.
here. 7

Supervisor Services NTER LAB.MARSCHALL.MANAGEMENT v

Sort By:

Belon : red to this Server system. You can ma ons from the sz
(3 VM Service m Consumption Interface

Add New Service

or drop a se bundle file

Provides the Loc onsumption Interf:

MinlO @ Tanzu Kubernetes Grid Service

e vSphere plugi...

vmware | @evoila

by Broadcom
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VKS — vSphere Kubernetes Service
Versions Verwaltung

Manage Versions: Tanzu Kubernetes Grid Service

Neue Versionen

kdnnen via Manifest  deiete o oo e ' o o o reore o
nachinstalliert
werden.

Wird automatisch
deployed.

Tanzu Kuber

Columns

vmware ‘ @ eVvoila
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VKS — vSphere Kubernetes Service
Unterstutzte Versionen

® A TKG Service
] ]

— WMware vCenter Server

Q

Q0000000000

o
o
o
o
o
o
o
o
o
<o
o
o
o
o
o
o

vmware | @evoila
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Unterstutzte Versionen
fir Workload Cluster
kbnnen unter

nachgeschlagen

werden.
O S -e0
"'EI" = :
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LCl — Local Consumption Interface

Versions Verwaltung

Ist als fling verfligbar
und ermoglicht das
Grafische verwalten
von Ressourcen im
vSphere Supervisor.

vmware ‘ @ eVvoila

by Broadcom

Manage Versions: Consumption Interface

Service ID: cci-service. fling.vsphere.vmware.com

Find details about all versions of 'Consumption Interface’ in the below table
» To del i ion, fi t : and then remt

v To delete . tivate t t nd then rem

d.

e Version Name Version Supervisors

1 Interface 1.0.1

1.0.0
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LCl — Local Consumption Interface
Ubersicht

(@) test I ACTIONS

Summary Monitor Configure Permissions Compute Storage Metwork Resources

SERVICES

@) Virtual Machine @) Tanzu Kubernetes Grid ) Volume
Deploy and manage your Kubernetes storage

Deploy and manage fully upstream compliant
ohjects.

Deploy and manage Virtual Machines using
Kubernetes clusters.

Kubernetes APls.
O Volumes

2 Virtual Machines 1 TKG Cluster

@ VM Image

Manage Virtual Machine images for supervisor and
namespace.

68 VM Images

(D) Network

Deploy and manage your Kubernetes network
services.

1 Network Service

vmware ‘ @ eVvoila

by Broadcom




LCl — Local Consumption Interface
Erstellung neuer Resourcen

Kubernetes Resource YAML

Mittels LCl kbnnen
diverse Ressourcen

How would you like to configure your Kubernetes workio wie Kubernetes Cluster
in einem Supervisor

_ _ - Namespace angelegt
e | ' | werden.

apive n: cluster.
kind: ter

-ready full distribution of the open-source Kubern

Configuration Type

‘ NEXT ‘

General Settings Define t

Control Plane

Nodepools

Review and Confirm

vmware ‘ @ eVvoila

by Broadcom



Velero
Versions Verwaltung

Neue Versionen
kdnnen via Manifest
nachinstalliert
werden.

Wird automatisch
deployed.

vmware ‘ @ eVvoila

by Broadcom

Manage Versions: Velero vSphere Operator

Service |D: velero.vsphere.vmware.com

Find detai rsions of "V
, firstd
, first deactive
installed.
You cannot create instances on Supervisors with d

Service Version Name Version

Manage Columns

CONFIRM

tor' in the below table.

1 and then remove it f

15 from the Supervisors where it i

Supervisors
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..und es gibt noch mehr!
https://vsphere-tmm.github.io/Supervisor-Services/

vmware ‘ @ eVvoila
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VKS ist in VVF & VCF inkludiert!

@Y

149
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VVF/VCF vs. IBM Red Hat Price Comparison

List price per Core

$3 000,00 . .
OpenShift Kubernetes Engine
$2 500,00 » Kann durch VKS abgelost werden
OpenShift Container Platform
$2 000,00 i « Kann durch VKS + Tanzu Platform
abgelost werden
WL S0 OpenShift Container Platform Plus
« Kann durch VKS + Tanzu Platform
$1 000,00 — ] — abgeldst werden
$500,00 — I
$0,00
VVF VCF OpenShift Kubernetes OpenShift Container OpenShift Container
Engine Platform Platform Plus

vmware ‘ @ eVvoila

by Broadcom
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evoila.de marschall.systems
Personlicher Blog

Vielen Dank

@ evoila

Maximilian Marschall

Unit Lead — Cloud Native International | evoila

Mail: mmarschall@evoila.com

vmware
Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.

by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



vmware | I NetApp

by Broadcom

VMware & NetApp

What’s new?
Christoph Bauer

Field-CTO & PTL | NetApp Osterreich

VMware — vUpdate Austria 2024
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NetApp - Portfolio Snapshot 2024

INTELLIGENT DATA INFRASTRUCTURE

Infrastructure observabliity Insights from on-premises, hybrid, and multi-cloud infrastructures
On-premises data storage Cloud data storage BlueXP Data services
State-of-the-art storage Enterprise-grade storage on World-class data management with
including leading all-flash the world’s biggest clouds built-in cyber resilience

ONTAP

M NetApp

StorageGrid aws

—
S~
=0

a

B BnNetapoN o Gole ot Al
| B B T NetAppil Backup
| BN B T NetAppill Tiering
Caching
Classification

HEM Microsoft

M NetApp 153 © 2024 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



Komplexitat verringert die IT Produktivitat

Dedizierte Infrastruktur Silos fur Applikationen, Daten und Cloud sind ineffizient, teuer und risikoreich

Zugriff

Sicherheit &
Backup

Infrastruktur

High-performance
File

|
A

9]
<
™
Z
M
(0]

Y

BACKUP SW

(

STORAGE HW

Virtuelle

Maschinen Datenbanken
FC NVMe/FC

Y

BACKUP SW DB integriert
-
—
L —
STORAGE HW STORAGE HW

Kubernetes

iSCSI, S3

OPEN SOURCE SW

PUBLIC CLOUD

Al/ML moderne Dev/test oder

Data Lakes Sekundar
pNFS, S3 NFS, iSCSI
4 4
OPEN SOURCE SW DR SW
- Dy
PUBLIC CLOUD PUBLIC CLOUD

Management

Automatisierung

Security

Performance

N NetApp 154




Komplexitat verringert die IT Produktivitat

Dedizierte Infrastruktur Silos fur Applikationen, Daten und Cloud sind ineffizient, teuer und risikoreich

Q Zugriff
Sicherheit &
Backup
Q Infrastruktur

High-performance
File

ONTAP

Virtuelle

Maschinen Datenbanken

Kubernetes

Al/ML moderne Dev/test oder
Data Lakes Sekundar

Einheitliche Datenmanagement Software flr

File, Block und Object

Datenzugriff, Automatisierung, Effizienz, Data Protection & Security ftr

[TETTEE

aws = Microsoft 3

Azure Google Cloud

Management

Automatisierung

Security

Performance

N NetApp 155




ONTAP Hardware Portfolio

Block }
Optimized
ONTAP

FAS NEW
Unified l l lnEetg:p‘
e

HYBRID FLASH
Storage
Media

Pl NetApp 156 © 2024 NetApp, Inc. Al rights reserved. — NETAPP CONFIDENTIAL —

ASA C-Series

M NetApp

NEW
AFF C-Series

l l l F.NetApp

CAPACITY FLASH
)

»
JEE

$$

e

ASA A-Series ew
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Unparalleled performance to power your mission-critical workloads

Boost your VMware, databases, and Al initiatives

Up to Up to Up to

2X PERFORMANCE 4OM 10PS 1TB/ S THROUGHPUT

Ty
i1y Demasns

1) 2X performance claim is based on 100% increase in IOPs from the A400 to AFF A70
n NetApp 157 2 Based on transfers per second of A800 system to AFF A90
p Y

Maximum performance with
always-on storage efficiency

2
11




AFF A-Series

Unified (file, block, and object) high performance storage for mission-critical workloads

SERE-C RN R L2 e R R B2 20 ””

AFF A20

e 15.36TB-737.28TB raw

HA
System Up to 3.28PB effective
e 2Ubase/ 24 drives
15.36TB - 8.84PBs raw
Cluster
* Upto 37PBs effective
Kleinste Konfig: 7,5TB
Protocols

M NetApp 158

AFF A30

15.36TB-1.10PB raw
Up to 4.92PB effective
2U base / 24 drives

15.36TB-13.27PB raw
Up to 54PB effective

AFF A50

15.36TB-3.30PB raw
Up to 14.70PB effective
2U base / 24 drives

15.36TB — 39.65PB raw
Up to 92PB effective

NVMe/FC, NVMe/TCP, FC,

AFF A70

91TB-3.7PB raw
Up to 15.5PB effective
4U base w/ 48 drives

91TB-44PB raw
Up to 185PB effective

ISCSI, NFS, SMB, S3

AFF A90

91TB-3.7PB raw
Up to 15.5PB effective
4U base w/ 48 drives

91TB-44PB raw
Up to 185PB effective

AFF A1K

91TB-3.7PB raw
Up to 15.5PB effective
2U+2U base + 2U drive shelf

91TB-44PB raw
Up to 185PB effective



ONTAP Hardware Portfolio

Block }
Optimized
ONTAP

FAS NEW
Unified l l lnEetg:p‘
e

HYBRID FLASH
Storage
Media
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ASA C-Series

M NetApp

NEW
AFF C-Series

l l l F.NetApp

CAPACITY FLASH
)

»
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ASA A-Series ew
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New AFF C-Series Systems

Capacity flash to modernize and consolidate general-purpose workloads

D s I s

AFF C30 AFF C60 AFF C80
e 122TB- 2.2PB raw  245TB-7.3PB raw « 367TB-14.7PB raw
S S « Up to 9.7PB effective * Up to 32.4PB effective * Up 1o 65.4PB effective
* 2U base / 24 drives * 2U base / 24 drives * 4U base / 48 drives
Cluster « 122TB - 26.5PBs raw e 245TB -87.6PB raw  36/TB-176.8PB raw
(NAS) « Up to 106PBs effective « Up to 353.6PB effective « Upto 707.3PB effective
Kleinste Konfig: 66TB

Effective capacity calculation includes a 5:1 storage efficiency possibility.

M NetApp 160



Modernize your hybrid flash data center with NetApp AFF C-Series

Experience significant power and floor space savings and gain the performance of all-flash

NetApp AFF C60

0y 1101 1 5293 efctveat 41 dataefcency

99% decrease in rack space
97% less power consumption

kWh/year

DL e SAS 10K 494,738
L e e 1X C60 24 X 61.4T8 6,508

All calculations are estimates, individual power usage may vary.

M NetApp 161



ONTAP Hardware Portfolio

Block }
Optimized
ONTAP

FAS NEW
Unified l l lnEetg:p‘
e

HYBRID FLASH
Storage
Media
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ASA C-Series

M NetApp

NEW
AFF C-Series

l l l F.NetApp

CAPACITY FLASH
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New FAS Systems

New mid-range and high-end secondary storage systems

FAS70 FAS90
e 96TB—-14.7PB raw e 96TB—14.7PB raw
HA system . - :
2x2U base + 2U drive shelf e 2%2U base + 2U drive shelf
e 96TB-176PB raw e 96TB-176PB raw

Cluster
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A-Series / C-Series

Primary Storage
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Disaster Recovery
Fast Backup/Recovery

Air-gapped

Immutable Backup/Archive

.

J

o

Cyber Vault



FAS90

AFF A70, A90, A1K
ASAAT0, A90, A1K
AFF C80
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AUTO SUPPORT

ONTAP Enterprise Features .}

N ada
0 B & LT[

iSCSI FC NVMe/TCP NVMe/FC FlexClones Astra Trident
Container-Storage

Block

i s Bsey B Ll
Multi-Admin Tamperproof ~ Encryption

i 5 - SnapCenter
Snapshots SnapMirror/Vault ~ SM-Cloud SM-AS App/Dchonsfstent Verify Snapshots SW/HW

Replication/Backup Snapshots AdminAccess Control Immutability

] DATA MOBILITY »>

Scale out by adding Controllers m e Dedup
(5]
Q@
Scal g .
I I I_:: ‘ | In;;ﬁi::l M NetApp I I l I"EetiDI | CVO/FSxN _E Compression
Controller | @
ONTAP ONTAP ONTAP AFFA WL = ]
........................ FAS ONTAP Select _ & H Deduplication
AFF/FAS Cloud Virtual AFF C Fabric Pool E
2 .
Platform Flexibility Scale-Out Cluster & Inter-Cluster Mobility Cold Data Tiering BlE Compaction
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Introducing powerful new systems built for block storage

ASA Al1K
ASA A90
ANSYAWAWAO I NetApp
M NetApp
n M NetApp
Il NetApp

NetApp® ASA A-Series
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New ASA A-Series

A new mid-range and high-end family of high-performance all-flash block storage

ASA A70

e 68TB—-2.67PB raw
HA system * Up to 9PB effective
* 4U base w/ 48 drives

68TB — 16PB Raw
* Up to 54PB effective

Cluster 1]

[T Maximum scale out to 12 nodes available with 9.16.1 update

M NetApp 168

ASA A90 ASA A1K

91TB — 2.67PB raw « 91TB - 2.67PB raw

Up to 9PB effective » Up to 9PB effective

4U base w/ 48 drives » 2x2U base + 2U drive shelf
91TB — 16PB raw « 91TB — 16PB raw

Up to 54PB effective * Up to 54PB effective

Effective capacity calculation includes a 4:1 storage efficiency possibility (from Usable).



Why ASA?

Designed for the IT generalist

« ASA design drivers:
« Simplicity is primary driver
» Designed for the IT generalist, NetApp PhD not required
* Intuitive workflows

 Initial release of “new” ASA focused on VMware workloads “NetApp

« Technical:
* Symmetric active/active pathing
* SAN-only design
» Best-practice defaults
» Single Storage Pool
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Deploy new ASA in minutes

M NetApp

170

Configure protocols

® P FC

B configure IP interfaces
Select the data network to use. ONTAP will recommend a set of network interfaces appropriate
for your configuration. You can adjust the recommendation if necessary.

Subnets

. data

172.21.85.150/20 Available IP addresses: 6 of 10 available Broadcast domain: Default
+ Add a subnet
(i) ONTAP will create 4 interfaces with these addresses: 172.21.85.152, 172.21.85.153,

172.21.85.154, 172.21.85.155

~ Details

Unpacks easily from eco-friendly
packaging

New simplified GUI



Modern Look & Feel, aligned with BlueXP

Insights
Storage

Hosts

Network
Events & jobs
Protection

Cluster

Overview
Settings
Storage VMs
Disks

Support
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Overview Snapshots Replication

C) Status y  Storage VM

Online svm1

Storage

- 474w 15.5miB

Physical used Available

Data reduction Snapshot used

741t01 2.14 MiB

Protection @D show uninitialized

l—- Serial No.
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Performance
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SnapMirror
active sync

_ - » MetroCluster bei kleineren Umgebungen teurer
* Bis 4:1 Storage Efficiency . Dedizierte Switches
Guarantee fur SAN Workloads

» Mindestanforderung an Einstiegsgrof3en

« Wenn Efficiency nicht erreicht wird,

:  SnapMirror Active-Sync ist flexibler und kostengunstiger
liefert NetApp kostenlos nach. J J

« Unterschiedliche Systeme pro Seite

» Kleinste Systemgrof3e = kleinste SM-as Grolie

« Keine dedizierten Switches ndtig

» Perfekte LOsung flur gespiegelte SAN-Umgebungen

ASA — bestes Preis-Leistungsverhaltnis fiir SAN




Komplexitat verringert die IT Produktivitat

Dedizierte Infrastruktur Silos fur Applikationen, Daten und Cloud sind ineffizient, teuer und risikoreich

Q Zugriff
Sicherheit &
Backup
Q Infrastruktur

High-performance
File

ONTAP

Virtuelle

Maschinen Datenbanken

Kubernetes

Al/ML moderne Dev/test oder
Data Lakes Sekundar

Einheitliche Datenmanagement Software flr

File, Block und Object

Datenzugriff, Automatisierung, Effizienz, Data Protection & Security ftr

[TETTEE

aws = Microsoft 3

Azure Google Cloud

Management

Automatisierung

Security

Performance
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Generative Al in Social Engineering and Information Operations

Generative Al has potential for use in numerous fields not likely identified or popularized in mainstream public
discourse. Al’'s continuous development will undoubtedly increase the potency of its potential misuse —
particularly within the scope of information operations and especially for less digitally literate audiences. The
degree to which popular generative Al tools can be used maliciously will likely adapt over time as companies,
tool owners and governments respond to new developments and perceived misuse.

https://go.crowdstrike.com/rs/281-OB0Q-266/imaqges/GlobalThreatReport2024.pdf
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https://go.crowdstrike.com/rs/281-OBQ-266/images/GlobalThreatReport2024.pdf
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Daniel Feldman @d feldman - 1 Std.
China's ICBC is the 3rd-largest bankin
the world.

Their entire network was taken over by
ransomware.

But they got back online quickly --

because their trading system used a
Novell Netware server that the
ransomware didn't understand.

For its part, ICBC has told users that its US division is back online and operational, the
people said. One person familiar with the hack and mvesuqatton sald a reason the bank
could get back online quickly was that a key part of its trading system was unaffectec

equip Inc.} That server contained much of the banl-c s tradmg data
and capabilities and is so old ! LockBit's ransomware didn't work on it, the person
said.




Priviledged Access Network Access Firewall Encryption, Data DDos Schutz
Management Control Loss Prevention

Applikationen
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NetApp Cybersecurity
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NetApp Cybersecurity

Snapshots
unveranderbar
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NetApp Cybersecurity

2 [|[]

Snapshots
unveranderbar
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NetApp Cybersecurity

Al-gestltze
Unerwiinschte Dateivorgange On-box Anomalie ~ Schnellste
erkennen und blocken Erkennung & Wiederherstellung in
Response Sekunden
. . evil :
)

Snapshots
unveranderbar

Multi-Faktor Multi-Admin
Authentifizierung Verifizierung
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NetApp Cybersecurity

Al-gestltze
Unerwiinschte Dateivorgange On-box Anomalie  oelnElsie
erkennen und blocken Erkennung & siteternersElLng

A
"@'I ]

Unveranderbare Unldschbare
Snapshots Snapshots

Multi-Faktor Multi-Admin
Authentifizierung Verifizierung
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Figure 1: Magic Quadrant for Access Management

CHALLENGERS LEADERS
@ Okia
Ping identty o @ Microsoft
.Ukla (Auth0)
[} OneLogin
BV @ L ForgeRock
Micro Focus
e
@ Orach CyberArk
llantus ®

(SN}

5 @ Thales

O

[TE)

=

[SN)

o

=

>

E

E NICHE PLAYERS VISIONARIES

COMPLETENESS OF VISION —_— As of October 2021 @ Gartner, Inc

Source: Gartner (November 2021)
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Just some photos from our access to Okta.com Superuser/Admin
and various other systems.

For a service that powers authentication systems to many of the
largest corporations, | think these security measures are pretty
poor.

B A
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&
E Remote Control !
o x @iy x| @ OmE x| @ oo x| M X | [Dona-co x| tauncht x | © skizoki X | O okTokts X | @ TAGWE X | © Oktaer X | @ NewTob X stance: X | @ TcwEs x | + v - 0O

< { 8 Okilaokta.cor

okta g

My Apps
(® Recently Used

Hecently Used
Work

+ Jira aws OD / d) ‘ a

Add section (¢t

A Notifications

28 Add apps

= ®

® Work

aws Comerstone d) ‘ + Jira N' X Confluence

APAC Ce At . r e Workspace

SAM Mail (G nfluence SAM

C : & splunk > okta

® GlobalProtect Login

2 2 = & UG 8 right
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S Remote Control
=

SR Y = i U@ & right an
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(yes we know the URL has a email address. the account is
suspended - we dont care)

BEFORE PEOPLE START ASKING: WE DID NOT ACCESS/STEAL ANY
DATABASES FROM OKTA - our focus was ONLY on okta customers.
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) Bill Demirkapi @BillDemirkapi - 22. Marz
Interesting note. The "chrisro[.]fun" domain is registered to "SYKES LATIN

AMERICA" and in this screenshot below we can see some tool in the

Bill Demirkapi @BillDemirkapi - 22. Marz
taskbar named "SYKES Secur...".

This RDP server in one of the screenshots "rdpl.Jchrisro[.]fun" is still active.
Perhaps part of LAPSUSS$ internal infrastructure? Hosted in AWS (us-west-
2) @awscloud @AWSSecuritylnfo

[

t Remote Desktop
»» Connection

Windows Security
Enter your credentials

These credentials will be us o connect to rdp.chnsro.fun.

D Remember me

oK Cancel

LU Didiop 187
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. LAPSUSS Reply
We recruit employees/insider at the following!!!!

- Any company providing Telecommunications (Claro, Telefonica,
ATT, and other similar)
- Large software/gaming corporations (Microsoft, Apple, EA, IBM,
3» and other similar)

- Callcenter/BPM (Atento, Teleperformance, and other similar)
- Server hosts (OVH, Locaweb, and other similar)

TO NOTE: WE ARE NOT LOOKING FOR DATA, WE ARE LOOKING FOR
THE EMPLOYEE TO PROVIDE US A VPN OR CITRIX TO THE
NETWORK, or some anydesk

If you are not sure if you are needed then send a DM and we will

respond!!!!
If you are not a employee here but have access such as VPN or VDI

then we are still interested!!

You will be paid if you would like. Contact us to discuss that

@lapsusjobs € 837 ©@372K ® 2:37PM 4




NetApp Cybersecurity

Al-gestltze
Unerwiinschte Dateivorgange C-box Anon- ie  oelnElsie
Y SR e vennur . Wiederherstellung in
e Sekunden

A —
‘pdf | evil
l l

AmA
2

£ H S e S S ———
F F F

Unveranderbare Unléschbare

4 Snapshots Snapshots
A
Multi-Fak. .r 4lti-Admin
Authentifizierung Verifizierung
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NetApp Ransomware Recovery Guarantee

Fur Enterprise Primary Storage

NetApp garantiert die Daten-
Wiederherstellung aus Snapshots
im Falle einer Ransomware Attacke

Wenn die Daten nicht
wiederhergestellt werden kénnen,
zahlt NetApp eine Entschadigung

Deployed NetApp AFF, ASA, and FAS storage according to NetApp ransomware
protection best practices, with support from NetApp PS. Warranty includes both
technology deployment and PS engagement. Terms and conditions apply.

Pl NetApp 19



EENERNER FIPS 140-3

1 NetAppr

Common Criteria

U.S. Department of Defense

in7i icly H DoDIN Information Network (DoDIN)
Der einzige validierte eqer_pnse obI o=t et i
Storage Hersteller fur die (APL)

Speicherung von Top-Secret Daten!

Commercial Solutions for
Classified (CSfC) Program
Component List
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The most secure storage

I NetAppP g the planet
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Key Takeaways
VMware & NetApp — what’s new

Hardware Refresh fur
A-Serie, C-Serie, FAS

vmware Fl NetAppr

by Broadcom

Neue ASA ist perfekt
fur VMware

NetApp =
,most secure Storage”

194



Vielen Dank

M NetAppr

Christoph Bauer

Field-CTO & Partner Technical Lead, Austria

+43 664 883 765 23

christoph.bauer@netapp.com

vmware

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom.
by Broadcom All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



Vielen Dank

Wir winschen viel Spald
beim Networking!

mwa re Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. ACP O beCh tl e @ eVO i Ia “ NetApp® %V’Eé'(q:xl-\'RE
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