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introduction of a Minimal Viable Gaia-X
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our starting point

expectation vs. reality

White Paper
Gaia-X
Architecture Document - (GXFS)

Gaia-X Federation Services

© Federal Ministry for Economic Affairs and Climate Action

exceptional & necessary
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why decentralized? WE CAN START
CENTRA AND
DECENTRALIZELATER.

it is very hard to
decentralize later.
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introduction of a Minimal Viable Gaia-X
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ocean deltaDAD

Gaia-X infrastructure and ecosystem

Data Ecosystem

Advanced Smart Services
" Data Spac

Infrastructure Ecosystem

of Standards, interconnection

Physical Storage Data Spaces
Logical

Participants

[. Provider ][‘ Cor\sumer] [. Both ]
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introduction of a Minimal Viable Gaia-X

Gaia-X federation services & the Minimal Viable Gaia-X

KYB

Gaia-X
Authentication and
Authorization

metadata contracts & caches

Gaia-X

\ 4

A

Service Provider

Federated Catalogue

ocean de

marketplace GUI & API

ItaDAD

A

Gaia-X portal

Gaia-X
Trust Service

Service Consumer

%

Source: Sovereign Data Exchange Data
Contract Service

\ 4

https://www.gxfs.de/federation-services/overview-

specification-documents/

Data Exchange

/register /make/contract /renew/token /negotiate /finalize  /validate
o @ ® @ @ @
’ Gaia-X
Data Contract Service
graph and DLT contracts & access controller
GAIA-X

Logging Service
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introduction of a Minimal Viable Gaia-X

there will be many ecosystems. how to start a decentralized one?
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common
digital Gaia-X

governance

Gaia-X Trust Framework
Gaia-X Registry service 4 Gaia-X Compliance service

trust plane

~——

federation ; ; verifiable
\gﬁ ! =] service O @ scvice @ cataloque @ compute ° . o 0 !
services federator . consumer data validator algorithm DLT E credential
catalogue rovider cluster ;
toolbox E dh ° dh cache ’ * wallet

Image is licensed under a CC BY 4.0 license, Gaia-X European Association for Data and Cloud AISBL.
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introduction of a Minimal Viable Gaia-X

distribution leads to resilience and reduces dependencies '~ ~_

D‘stﬂfeu"fc
GECENTRALIZED =
(8

Lo tworh?
|~ Centrolized Decentralized o4 Distributed Networ

networks connecting the
ohical cluster of nodes

Paul Baran presents his work at a RAND
Alumni Association event on July 25, 2009
Photo by Diane Baldwin/RAND Corporation

Paul Baran’s seminal 1964 article “On Distributed Communications Networks”
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|
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Stotien
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Fig. 1—(a) Centralized. (b) Decentralized. (¢) Distributed networks.

centralization can be
an expensive liability.
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Minimal Viable Gaia-X Track

Composability of federated dataspaces (and ecosystems)

creation and connection of complex services
. 3 XX \ . .
from atomic and elementary services consumers service provider

Og * federator
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introduction of a Minimal Viable Gaia-X

remove all single points of failure from the federation i

ocean deltanidD
ground truth &
d@ consensus state
o — o (QES

@ =

o= pl2 O O -
5 | @ @/

federation i ~ . verifiable
\ K -] service O . service . Catalogue service Compute LN O .
ﬁbserwces catalogue federator provider consumer . validator cluster DLT E credential

to0lbox ) [ ) [ ) ¢®cache offering wallet
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introduction of a Minimal Viable Gaia-X °
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compute-to-data enables true technical data sovereignty

(500) data O O data service

Igorithm scientists consumers results / trained models
Gy Wi
\ Shigh /’ i

data portals based on

% Bl < mart contracts)

portal \ /
providers

access control based on

mbd | smart contracts’
\ /

O technical data
m sovereignty
data private data asset stays

S
owners data asset @ on-premise

v
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introduction of a Minimal Viable Gaia-X

vision Gaia-X & European data economy / data act
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&
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minimize lock-in
&
open-source software
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-

Increase access,
lower barriers
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~N

Y4

4 )
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&
data security
\_ J
4 )
incentives to share
&
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open private data
&
Increase B2B use
\_ J
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enable investments,
foster innovation,
& fair returns

J
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reduce fragmentation
& EU-wide requlatory
framework
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introduction of a Minimal Viable Gaia-X
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guiding principles
reuse existing software as much as possible

be transparent, use free open-source

enable technical data sovereignty
enable Gaia-X Trust Framework
sustainable business models for all participants

no lock-in, no central point of failure or control
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introduction of a Minimal Viable Gaia-X

made with love and 100% free open-source technology Ocean
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" N\—r/
docker VMware Tanzu @® Gatsby
..’T f %
oo ::§:: ubuntu® O mongoDB

@ React Y
@ ocean Swagger. O Credible

- elasticsearch s

solidity

@ python’

E
V

-1 B
“4
“4
“
-
-
-

=
ST R R R

2 deltabX) | data economy solutions - GDPR compliant | contact@delta-dao.com icensed under CC-BY-4.0, deltaDAO AG


https://choosealicense.com/licenses/cc-by-4.0/

Minimal Viable

Gaia-X portal
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MVG portal
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Hackathon #1 - First Minimal Viable Gaia-X Demonstrator

océan deItéDA’)

MVG Portal Demonstrator

Video: I : e/R4S P

Academy
START Now

Medium Minimal Viable Gaia-X blogpost
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MVG portal

for F.A.LR. science and to connect researchers & businesses _};" <

ocean deItaDA’)

Universitat
de Lleida

.
3

esele

tets

Medium UDL blogpost
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MVG portal

océan deltabx)

for SMEs and GDPR-compliant data usage

D build of the portal for the Gaia-X hackathon #2.

/- N NS 2\
(@o foreverontheblockchain account browse ( Search... Q)
- D

GDPR compliant data monetization with
Compute-to-Data

powered by Ocean Protocol

é - ® -

compute-to-data

£ D
t‘,b " Compute-to-Data, powered by Ocean

Protocol, enables privacy-preserving data
monetization for anyone. A trusted algorithm
is brought to the data and is executed on-
“ premise while the data always stays with us.
We keep full ownership and control while you
are invited to obtain valuable insights from our
customer base. Ocean Protocol solves the

.
‘ ‘ ’ trade-off between monetizing private data

and the risk of exposing it while being fully

Medium foreverontheblockchain Blogpost
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MVG portal

for regulators and the finance industr

.‘, safeFBDC Portal

Development bulld of the safeFBOC portal for the Gala-X hackathon #2.

account browse

powered by Ocean Protocol

safe FBDC

‘Our vision Our vision of FBDC is a federated ecosystem that provides business, academic, and regulatory stakeholders with a secure,

data sovereignty-preserving infrastructure for the exchange and Al-powered mobilization of financial data.

We develop, prototype, and validate infrastructures for the processing and secure exchange of financial data.
We ensure that data owners retain sovereignty over their data
We develop Al-powered applications to process, exploit, and monetize distributed datasets based on various use case.

We ensure the compatidility of our structures and developments with the requirements of the markets and with important data
structures under development, such as Gaia-X or International Data Spaces.

.Q, Safe Background

& B . safeFBDC is a research project funded by the Federal Ministry for Economic
FI nanCIal B I g Affairs and Energy (BMWi) with a three-year project duration (2021-2023)
Data C | uster The consortium under the leadership of TechQuartier consists of eleven

founding and 30+ associated partners covering a large part of the German
financial industry and beyond.

deltapbA)D | data economy solutions - GDPR compliant | contact@delta-dao.com

[[sewen

Q' [ Connect waset ] [o_v\

ocean deltabAD

ium safeFBDC Blogpos
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MVG portal ()
— 3

for enterprise marketplaces and cloud service providers

ocean deltabAD

Acent\l‘ K \ pree s SY OSSR S aSoR e ([ L00n ] Acentrik Eplore £ 0uy Dot Aubleh & SeRD0a  Compute-to-Oota | (3 sewe.saas

Explore Available Assets

Your Data.
Your Marketplace.

Medium Acentrik blogpos

4 deltabAD) | data economy solutions - GDPR compliant | contact@delta-dao.com licensed under CC-BY-4.0, deltaDAO AG



https://choosealicense.com/licenses/cc-by-4.0/
https://sandbox.acentrik.io/
https://deltadao.medium.com/building-towards-a-decentralized-data-economy-acentrik-joins-the-gaia-x-hackathon-and-minimal-a7e0c36e0455
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service provider
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an introduction to Ocean Protocol

MVP Gaia-X federation services & decentralized core qrid

ocean deItaDA’)

o & oE o A3 0@ O
u CAREEN 72 rdi a (N
users dataowners  Al/ML providers consumers analysts governance federators
& data scientists & auditors
AT :
portals & decentral portals / GUI applications / APl Blockexplorers

applications (dApps)

H

trust & identity wallets

SSI/VC issuers

{®)

SSI/VC verifiers

data contracting service

(private) data assets (private) algorithms

a2 @

CtD clusters

S

a L
°;Z,°

access controllers

federated cataloque

e 0 —O— & L

exchange logging DID registry

& DLT core grid

mn federation services related

data access & exchange contracts

‘-
I metadata caches

federated catalogue, access
records & audit trails

mm other infrastructure, apps, users

@ Compliance technically enforced across all levels

BEA X

validator nodes
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an introduction to Ocean Protocol

deep dive #1

Frontend

Backend

EVM

Data Service
Provider

Data Service
Consumer

store metadata get result

store encrypted[URL]

Publish data token
Consume data token

Download: CtD:
return results

ocean.js, Qcean.py

return result link

Portal

publish metadata

S3 bucket
Holds CtD results

browse
search, filter

SSI Wallet
Holds private key to
- Identity
- Data token

Ocean Provider
Access controller
(holds key)
Manage consume: download, compute-to-data

/ store result

—]

decrypt (URLs)

Compute-to-Data
Environment

store metadata
(encryption optional)

£
=
download g
algorithm L)
<
©
-
©
fetch data el

Listen to metadata events

Aquarius

Metadata cache

A

w check transactions

Data Contracting Service
Data token smart contracts

Federated Catalogue

Metadata smart contracts

Data Exchange Logging Service

DLT [block 1] [block 2] [block n] -> Data Audit Trail

2 deltapbA)D | data economy solutions - GDPR compliant | contact@delta-dao.com

Portal

!

K8s

Catalogue Cache
Provider
Operator Engine
Operator Service

Catalogue

I

DLT Layer

ocean deltaDAD
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Gaia-x Lab tes REGISTRATION VERIFICATION GITLAB \

aia-x.eu

Onboarding Portal

This web app demonstrates how SSI could be
used to issue Gaia-X participation credentials
in a way that is cryptographically secure,
privacy-respecting, and machine-verifiable.

[ REGISTER CREDENTIAL ’

( VERIFY CREDENTIAL ’

licensed under CC-BY-4.0, deltaDAO AG
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MVG portal

ocean deltabAd

gx-registry 2 <=
Gala-X Lab Registry
Apache 2.0
3. List of defined trust anchors
Trust Anchor Endpoints to interact with registered trust anchors A
m /api/trustAnchor Look for a given Trust Anchor public key in the rogistry. e Name Defined as
Parameters Try it out The Trust Service Providers (TSP) must be a state validated identity issuer.
-For participant ,ifthe legaladdress.country isin EEA, the TSP must be eiDAS compliant.
SN P State - Until end of 2022 Q1, to ease the onboarding and adoption this framework DV SSL can also be
used.
Fiaquest Body - Gaia-X association is also a valid TSP for Gaia-X association members.

Issuers of Qualified Certificate for Electronic Signature as defined in elDAS Regulation (EU) No
910/2014

Example Value | Schema

{ g
“publickey”: “MITGDCCBPaGANTBAGIUYS JuRCHOSGySrrvimy |y cHulrS CknDQY JKoZ T NAQEL BQARGZY xCZAJBGNVEAYT AL JHHR gw G YOVQRNERIOVF JCRy@yMOMZOT CZNTY XL ZANSGNVEAGT GRVZ CoOCrV 2 AC BUZRMObaOsb 2 dp 104G | KM eiDAS (homepage: https://esignature.ec.europa.eu/efda/tl-browser/#/screen/home)
SEwtYOVQQUEXhRANF 5.GNZpZIQg T 381 o SO YiwgQOE X JTA  BGNVEANTHEVZ ced@cnVzdCB SUBEG T 381 CnF GO YingQOE RN JAX S AZMT ABOT AXIcNM b S AZMTABOT AXH §CBr JELMAKGATLE BHMCQK CXD JAMBGNVEACHE VI Zn HS Onin S
YOVQQKDCROb2 1t NS Y 2FSciSuCy 8BS ZNd1bGFOaiSU T ENVENC 3Nph 24 xGDANEGNVEGEMD@SUUK ML TE yMT cONZGZNDE QM GGA LUE AmwhQniVs.Z2 FyoliF ul FRy dXNSZW0g T 61 2dCBPCOVY YXRVC LAXMRONGAY JKoZ ThvcNAQKEF gtpbmZ vQGNy Yy5i 22C (machlne. h(tDSZ//CC.CUrODa.CU/tOOlSHOtI/CU'[0(|.)(m|)
CASTWOQYJKOZThvCNAQEBBQADGGEPADCCAQOCGGEBAKGIGOZML B3y FXOZK/KTVSHML hkod YRAC | O1wMS SLI3 jpmtf o JuDb 7wPBHallysoDSSCRT | 2 JRSZEZ9./mACFRq@lucC 7S SGRFOPHEZ3y fTgoF sqTwhUERXBeu] DzMcdorG79rNsaXbxh/ Bh36+2C
JAZNGYWNDmA 7tayKDF 04 ZZEMASDGa7MiaH PS7d0bux1h1Qv/S1 Q6nonnZ1 bgZot royBS6+wiw)2+ t I SCZBPFEPOCUQwsahXSpl et s44052abr@/HSDCOTB +hf g+00f 24 Tt 3)aNd4 +HE r+ Tp+ AMCOX1 Gy ENTSERUYSedt In/wcCily4 g INGCKHS JHosY
LSOO/ MCARE AAGOCA § gwgg T EMARGA 1 UEwE B/ wQUMA AR YOVR § BEgeF oAU 2 SKNYUr 3 SMpwgHrry SNpw € TiXmgwfwY TKn'Y BEQUHAQE E cz8xMEUGC CsGAQUF BZACh § L odHRWO'1 SvYZEUZXZyb 3Ry XNSLENVD SIhalEVIOZyb 3Ry dXNOULNET 381 cnf Sl Domain Validated (DV) Secure Sockets Layer (SSL) certificate issuers are considered to be
SUYRXDQSS J CrQuAY IXnYBBQUHMAGGHGHOAMAGL 9 YSS1 dn)vai)1c 3QuY 291 29§ c JAnT g YOVRBGEE CuR TA4BgOrBgE EAYLXKATTMCoKAY IXwYBBQUHAGERHGhBAHAGL y93d 3CuZXZyb3Ry dXNOLENVDS JCHMWCQYHBACL 7EABAZARBGNVHSUEC JA t il lid Trust S ice P id
xunutw«(‘mﬂ-(mlmnnnm(uwmmﬁmuuwx(nwwW)kmwrﬁwwvwwrm;knnwlwuww,kmtu(mmmm;a DV SSL emporarily valid Irust Service Froviders.
LaVZCROBCTVZACS Jb20veGRz1 38K 191 bi SWZGY TASVUMEOGA L UdHRDMEEPASODUGORMOAHAGL y9 1 YSST dn vdH) 1 c3QuY29tL ZMybCOF dn v 1c3RSUBFPC WOUGGROVXSHNIK | 7WIr e (homepage: https://wiki.mozilla.org/CA/Included_Certificates)
gmwwmmms(-mxngsumxyunymxu(emrunwaxm-rvw/nmmmwmwmnwwmmywrvnnvs.uocqnuym/wng. SUEAF CeMcUaRLK 5 : = s .
VEXHYBGpV/ + ham] ThonyeehkBF 2y tUZKUKs INbZNBEVGC7+v1 YvINEZCVXNBANT SC i MpqeD Y BwGo 3L kak T 3RBQyNgPZY 3UBQCCIA7EG RVRV/L 29x@NqeeS CXNQN TSH7UPQT Jy cAtvdB/HF pGn 1 yKBOQRPOCHHUIIGtHNA jbt cq3R1 IpgKg+6XF7f1Gut (machine: https://ccadb-public.secure.force.com/mozilla/IncludedCACertificateReportPEMCSV)
1Q5pzv/Xe"
Gaia-X To be defined after 2022Q1.
EDPB List of Code of Conduct approved by the EDBP
Responses CoC (homepage: https://edpb.europa.eu/our-work-tools/documents/our-
documents_fr2f%5B0%5D=all_publication_type%3A61&f%5B1%5D=all_topics%3A125)
Code Description Links . . 9
List of registered LE| issuers.
200 No finks gleif (homepage: https://www.gleif.org/en/about-lei/get-an-lei-find-lei-issuing-organizations)

Found a Trust Anchor for the public key in the registry

Modia ype

Controis Accept hoader.

Example Value = Schema

“trustState®: “trusted”,
“trustedForAttributes™: “/.*/gn",
“trustedAt™:

(machine: https:/api.gleif.org/api/v1/registration-authorities)

trustAnchor

licensed under CC-BY-4.0, deltaDAO AG
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Total Transactions

statistics C ™

ki

Gaia-X Testnet
statistics

Hackathon 3
3 1 4 o O 8 7 > choa(: T(r):nsactions

> 100 Gaia-X Participant Credentials

Total Wallet Addresses Total Published Assets Total blocks

828 266 5.050.007

nnnnnnn

828 266 5.050.007

Total Transactions
[ o~ ]

Repositories
https://github.com/deltaDAQO/gaia-x-testnet-statistics-api

https://eithub.com/deltaDAQ/gaia-x-testnet-statistics
https://github.com/deltaDAQ/gaia-x-snapshot
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decentralized catalogue, minutes to publish and consume

N -

Publish
104 results Py
DATASETS  ALGORITHMS CATEGORIES
Publishing Data Set

TENANE n » »
FULL - Copernicus Sentinel Data Fusion with CNES Orfeo toolbox (Algorith TENARNE-28 B ALGORITHM 1 N
QUICK - Copernicus Sentinel Data Fusion with CNES Orfeo toolbox (Algorit STUEL-8 6 | ALGORITHM 1 » -
Copernicus Sentinel Data Fusion with CNES Orfeo toolbox (Dataset) NVDOL-61 & | DATASET Lo ; YOLOvS Image Classification Sample Data

Colected Form Values
Provider tests B  ALGORITHM 1 (Poc)
Provider test 8ILCOD-50 & | DATASET 1 A 5
Bids test VIBSEA-6 B  ALGORITHM 1 : —
Test Dataset GENSHA-68 & DATASET 1
L4 5

JUDSTA-51 8 | ALGORITHM 1 » [ <. < Online / Avaitabie | i
Foreverontheblockchain Dataset QUICLA-8 & DATASET 1 N
Yolovs Algorithm CONWHA-61 8 | ALGORITHM 1 \ About this Data Service Offering

S g ' #YOLOVS Object Classification Algorithm (POC) 7
Yolov5 Dataset examples JOWLIN-26 & DATASE 1
QUICK - Copernicus Sentinel Data Fusion with CNES Orfeo toolbox RBRCETSZS B | ALGORITHM 1
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MVG portal

SSl integration & access control for technical sovereignty
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MVG portal

automatic audit trails & security & privacy by design
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introduction of a Minimal Viable Gaia-X °
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compute-to-data enables true technical data sovereignty
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introduction of a Minimal Viable Gaia-X

Useful resources after demonstration

Minimal Viable Gaia-X
Portal: https://portal.minimal-gaia-x.eu/
safeFBDC: https://safefbdc.portal.minimal-gaia-x.eu/
Forever Portal: https://forever.portal.minimal-gaia-x.eu/
UDL: https://udl.portal.minimal-gaia-x.eu/
Acentrik: https://acentrik.io/
Catalogue: https://catalogue.minimal-gaia-x.eu/
Exchange Logging: https://exchangelog.minimal-gaia-x.eu/
Stats Page: https://stats.minimal-gaia-x.eu/
Repositories: https://github.com/deltaDAO
Gaia-X Trust Framework
Onboarding Portal: https://onboarding-portal.lab.gaia-x.eu/
Verifier API: https://auditor.gaiax.delta-dao.com/v1/swagger#/Verification%20Policies/verifyVP
Repositories: https://gitlab.com/gaia-x/lab/compliance
Gaia-X Architecture Document
https://gaia-x.gitlab.io/technical-committee/architecture-document//
Gaia-X Trust Framework
https://gaia-x.gitlab.io/policy-rules-committee/trust-framework/

deltaDAO Minimal Viable Gaia-X Video: https://youtu.be/R49CXPTRamg

deltaDAO Medium: https://deltadao.medium.com/

Knowledge Base: https://github.com/deltaDAO/Ocean-Protocol-Use-Cases

Hackathon #3 Presentations:
Overview: https://gitlab.com/gaia-x/gaia-x-community/gx-hackathon/gx-hackathon-3/-/wikis/GX-Hackathon-3

océan deltarDA')

SSI Onboarding Tutorial: https://gitlab.com/gaia-x/gaia-x-community/gx-hackathon/gx-hackathon-3/-/wikis/uploads/3d5f6539e21a7c7e476f27a64bfbaa66/20220328 Gaia-X Lab Onboarding Portal and Registry.pdf
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