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DESPITE ALL THE CHANGE, ONE CONSTANT IN CYBERSECURITY

BIGGEST 
RISK

2012

Mobility/BYOD

Data breaches, payment card 
theft, espionage, compliance

PEOPLE
“Most major cyberattacks on U.S. 

corporations use social engineering”

2017

Cloud

Automated ransomware, 
banking trojans

PEOPLE
94% of malware comes via email, 

phishing involved in most breaches

2022

Work from anywhere

Big game ransomware, BEC, 
leavers taking data

PEOPLE
85% involved a human element, just 
3% involved a technical vulnerability



TOP 3 CYBERSECURITY RISKS: ALL PEOPLE-CENTRIC

85%
INVOLVED A HUMAN ELEMENT

BEC losses exceed all other 
cybersecurity losses combined

— data for 791,790 incidents

99% of data loss incidents are 
human-driven

— proofpoint data across 3,000 organizations

Vast majority of ransomware 
attacks start with email

— research
Email

Ransomware Arrival Protocol

Everything 

Else

Email

Cloud

Web

USB

BEC
All 

Others



ATTACKER HAVE CHANGED FOCUS – HAVE WE?



• Exploitative emails try to compel you to take an action based on emotion.  
• Where an email elicits an emotional response, the chimp takes over and  the chimp cannot be educated!

90%Fast

10%Slow

• Anger and outrage
• Concern, worry and fear
• Excitement
• Confusion
• Greed
• Pride

“Fast” emotions

• Love
• Loneliness
• Trust
• Confidence
• Guilt and shame

“Slow” emotions

• Rejected expenses/ deactivation alert
• COVID infection alert
• Missed parcel
• Missed bank payment
• Nigerian prince scam
• Alumni speech

Examples

• Romance scams
• Fake calls
• Sextortion
• Look-alike websites
• Blackmail

Examples

EXPLOITING FAST AND SLOW EMOTIONS
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Social 
Engineering: 
Divorce Papers
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Social 
Engineering:  
AWS Cred Theft
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Social 
Engineering:  
MFA Bypass



Who gets targeted by serious threats?
They receive highly targeted, very 
sophisticated or high volumes of attacks.

Who is likely to fall for those threats?
They click on malicious content, 

fail awareness training or use risky 
devices or cloud services.

VERY VULNERABLE PEOPLE

Who has access to sensitive information?
They can access critical systems or 
sensitive data or can be a vector for 
lateral movement.

VERY PRIVILEGED PEOPLE

VERY ATTACKED PEOPLE

ASSESS THE HUMAN ATTACK SURFACE. WHO IS YOUR RISK?



HUMAN FACTOR: PERCEPTION VS. REALITY GAP
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The World Economic Forum reports that 95% 

of cybersecurity issues are traced to 

human error…

…yet only 56% of global CISOs consider their 

employees their biggest cyber vulnerability.

95% 56%



Data Doesn’t 
Walk Away…

Employees leaving a job present another data 

protection problem for global CISOs.

Proofpoint research shows that 56% of insider 

threat incidents are driven by negligence

(Proofpoint “2022 State of the Phish” report).

Even so, with more staff outside the office with 

greater autonomy over their security hygiene, 

compromised, negligent and malicious 

insiders are of equal concern to global CISOs.

Data loss: in what way do you think your employees are
most likely to cause a data breach or exposure in your

organization in the next 12 months, if at all?

Negligent insider
(unintentionally

exposing
information)

Compromised
insider

(inadvertently
exposing

credentials, 
giving

cyber criminals
access to 
sensitive

data)

Malicious insider
(intentionally

stealing 
information)
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End User Knowledge: Prognosis Negative
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CYBER COMPONENTS – ACTIVITY



Ing. Harald Ladislav
Konzern-IT / Corporate Systems
07. September 2022

ERFAHRUNGEN IN DER 
ZUSAMMENARBEIT MIT 
PROOFPOINT 



• Die Österreichische Post in Zahlen, Daten & Fakten

• Österreichische Post & ProofPoint

AGENDA



DIE ÖSTERREICHISCHE POST IN 
ZAHLEN, DATEN & FAKTEN



DIE ÖSTERREICHISCHE POST IN ZAHLEN, DATEN & FAKTEN
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ÖSTERREICHISCHE POST IM ÜBERBLICK
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ZUSAMMENARBEIT DER ÖSTERREICHISCHEN POST & PROOFPOINT

2013
Erste Ansätze zu Cloud 

First & Office Online
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ZUSAMMENARBEIT DER ÖSTERREICHISCHEN POST & PROOFPOINT

2013
Erste Ansätze zu Cloud 

First & Office Online

Brightmail →
Proofpoint

2016
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ZUSAMMENARBEIT DER ÖSTERREICHISCHEN POST & PROOFPOINT

2013
Erste Ansätze zu Cloud 

First & Office Online

Brightmail →
Proofpoint

2016

2017
TRAP und EFD
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MIT DMARC KANN DIE ECHTHEIT UND LEGITIMATION DES ABSENDERS
ÜBERPRÜFT WERDEN

post.at
Email-Authentifizierung der Domäne:

Zeitraum: 01.01.2022 – 10.06.2022

DMARC Prüfung:
pass

DMARC Prüfung:
fail



ZUSAMMENARBEIT DER ÖSTERREICHISCHEN POST & PROOFPOINT

2013
Erste Ansätze zu Cloud 

First & Office Online

Brightmail →
Proofpoint

2016

2017
TRAP und EFD

Migration der Produkte 
in die Proofpoint Cloud

2018 & 2019
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ZUSAMMENARBEIT DER ÖSTERREICHISCHEN POST & PROOFPOINT

2013
Erste Ansätze zu Cloud 

First & Office Online

Brightmail →
Proofpoint

2016

2017
TRAP und EFD

Migration der Produkte 
in die Proofpoint Cloud

2018 & 2019

2021
IMD

TRIC, hosted SPF

2022
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• Direkter Kontakt zum Hersteller

• Sehr hohe Kontinuität der technischen Ansprechpartner*innen bei Proofpoint

• Produkte entwickeln sich laufend weiter

• keine Punkt- oder Insellösungen, sondern ein Zusammenspiel der einzelnen Produkte zu einer integrierten 
Plattform

ZUSAMMENARBEIT MIT PROOFPOINT
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HERZLICHEN DANK.



Thank you!


