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Cyber Defence Lifecycle:
Der Weg zuruck in den Normalbetrieb
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What we do?

I

Offensive Security Information Security Consulting Incident Response
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Incident ...
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Incident Response
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Beispiel: Kryptolocker

P CryptoLocker

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow vou to decrypt the files, located

onh a secret server on the Internet; the server wil destroy the key after a time
specified in this window, After that, nobody and never will be able to restore files...

]
To obtain the private key for this computer, which will autornatically decrypt files, you
need to pay 300 USD / 300 EUR { similar amount in another currency.

Click «MNexg» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate

[
Private key will be destroyed on destruction of the private key by server. I
10/18/2013 |

9 AM

Time left

71:57:51
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Beispiel: Kryptolocker

# CryptolLocker.

Private key will be destroyed on
10/18/2013
10:29 AM

Time left

7 : 51
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Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc. Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a unigue public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window, After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
need to pay 300 USD / 300 EUR | similar amount in another currency.

Click «Mext» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.

© 2022 SEC Consult | All rights reserved

# CryptolLocker.

Private key will be destroyed on
10/18/2013
9 AM

Time left

71:5

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personally verify
this.

Encryption was produced using a unique public key RSA-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window, After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR | similar amount in another currency.

Click «MNext» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate
destruction of the private key by server.
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Beispiel: Kryptolocker

# CryptolLocker.

& CryptoLocker
Your personal files are encrypted! T
Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,

documents, etc. Here is a complete list of encrypted files, and you can personally verify
this. Your irmportant files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personally verify
Encryption was produced using a unigue public key RSA-2048 generated for this this.
computer. To decrypt files you need to obtain the private key.
Encryption was produced using a unique public key RSA-2048 generated for this
The single copy of the private key, which will alow you to decrypt the files, located | computer. To decrypt files you need to obtain the private key.

on a secret server on the Internet; the server wil destroy the key after a time
specified in this window, After that, nobody and never will be able to restore files... The single copy of the private key, which will alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time

To obtain the private key for this computer, which wil automatically decrypt files, you specified in this window, After that, nobody and never will be able to restore files...
need to pay 300 USD / 300 EUR | similar amount in another currency.
To obtain the private key for this computer, which wil automatically decrypt files, you
Click «Mext» to select the method of payment. need to pay 300 USD / 300 EUR | similar amount in another currency.,
Any attempt to remove or damage this software will lead to the immediate -1 Click «MNext» to select the method of payment.

Private key will be destroyed on destruction of the private key by server. - = .

10/18/2013 Any attempt to remove or damage this software will lead to the immediate

1. 29 AM ¢ Private key will be destroyed on destruction of the private key by server.
10/18/2013
9 AM

Time left

7 51 Time left
71:57:51
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Incident Response Lifecycle

Incident response is a structured process organizations use to identify and deal with
cybersecurity incidents. Response includes several stages, including preparation for
Incidents, detection and analysis of a security incident, containment, eradication, and full

recovery, and post-incident analysis and learning.

Source:

SEC Consult & Atos fuhren Sie durch den gesamten Incident Response lifecycle

g B, B, B
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

Penetration Testing SIEM Implementierung & Incident Operation

Betrieb Handbook & Checklisten
Mobile Security
SIEM as a Service Incidend Readyness
SAP Security Maturity Assessment
SOC as a Service
Infrastruktur Security War Games und
Managed Incident/Event Kriseniibungen
loT Security Handling

_ Red Team vs. Blue Team
Red Teaming (Purple Team Trainings)

@ Bundesamt
fiir Sicherheit in der

Informationstechnik

i
Cyber-Sicherheit “ —
Partner "/‘{ J
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

Herausforderungen beim Incident Handling
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Aus der Praxis

International (DACH) tatiges Unternehmen (Sitz: Deutschland)
Umsatz ca. EUR 500 Millionen
ca. 800 Mitarbeliter

Jede Menge IT Systeme
Opfer eines Cyber Angriffs
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Praxisbericht

Phishing Emails mit Malware werden
an Kunden und Lieferanten versendet

- X

& Home
W/MCAfee ‘ Total Protection # Navigation
@ About
? Help

' Your computer is at risk

Total Issues > Review 1 potentially unwanted program

1

errust all j l Decide later |

1 Potentially Unwanted Program

McAfee recommends that you quarantine suspect programs to move them to a secure
area where they cannot harm your PC. Trust only programs you know are safe.

Potentially Unwanted Programs

> Tool-PassView | Quarantine | | Trust |

e % Warnung! Computervirus gefunden! - Nac... Eal — O x

Machricht  Einfiigen  Optionen  Text formatieren  Uberprifen  Hilfe Q Was md

[~ <7 . F K H &
w
}3‘ An kunde@example.com
Senden Cc
Bce
Betreff Warnung! Computervirus gefunden!

Sehr geshrte Damen und Herren,

Wir machten Sie informieren, dass Sie uns in den vergangen 24 Stunden ca. 100 Email gesendet
haben. Die Emails enthalten einen bekannten Computer Virus. Bitte priifen Sie lhre Systeme

Beste GriiBe
Ihr Lieferant

Alarmierungen von McAffee Antivirus System
34 Systeme verseucht -> Nicht mehr Einsatzbereit
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Praxisbericht
Infektion auf3er Kontrolle

Uber 200 Neuinfektionen pro Tag

! | Your Computer is at High Risk

Virus and Spyware Protection @ Not found

Produktionsstralde und
Logistik aulser Betrieb

You have noupdated Anti-viruson your computer. Don't leave your computer
defenseless against the latest threats. Get McAfee protection now.

Adware.Win32.Look2me.ab @ Critical

Web Protection @ Not found

wu‘
, & Tt

Threats Detected ©® High

’7‘?-'2‘4 577 7
E ’f’?,z.jé‘., A

System Critically Infected! Contact Support Immediately.

Erste Versuche die Infektion selbststandig
unter Kontrolle zu bringen
- Systeme loschen und wiederherstellen
- Viele Fragen
- Viele Uberstunden

SEC Consult
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Praxisbericht

Externe Unterstutzung angefordert

Viele Fragen vor dem Einsatzbeginn

- Was ist passiert?

- Was wurde bisher gemacht?

- Welche Mittel stehen zur Verfligung
(Personal, Software, ...)

Treffen mit Krisenteam - Abstimmung der Strategie
- Eindammung
- Cyber-Triage - Schnelle Wiederherstellung
der Produktion (Priorisierung)
- Identifikation der Sicherheitslicken
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Praxisbericht

Herausforderung bei der Analyse i 7

v (Fast) Alle User verfligten tber lokale Admin Rechte ;
v' Services werden mit Domain-Administrator Userkonten - ~

betrieben T _
v' Mangelnde Dokumentation -> Was ist normal? —

I

v" Spurensuche war sehr schwierig, da (fast) ¢
keine Logging Funktionen eingesetzt werden

v' Ausgangspunkt der Infektion (Patient 0) ist unbekannt

SEC Consult
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Praxisbericht

EMOTET
C:\Windows\<random>.exe as Service
Run Key for C:\Windows\SysWow64\<random>.exe

‘ lateral movement TROJAN-F (Keylogger, Exfiltration, Persistierung)
— Run Key for
C:\Users\<User>\AppData\Romaing\somename.exe
HEee_ CoreBot « ’ ’
Scheduled task that executes .dll via rundll32.exe 1

O CryptoLock-D
Payl Oad . McAfee

- Sucht nach Banking Daten & Kunden-Daten

Kryptolocker = Daten Verschlisseln

T T D S —————————
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Praxisbericht

W Iz Project Specification.docx (Protected View) - Microsoft Word =[O [
Home Insert Page Layout References Mailings Review View Developer =2 o .
o Protected View  This file originated fram an Internet location and might be unsafe. Ch(kfurmuredetai\@A Erken ntn ISSe
=l
v' Initiale Infektion Uber )
v" Infektion bleibt weil:
| v Ungeschulter User klickt drauf
4| I | » ’ \/ Vorfa” WI rd Von
Pageilof8 | Wordsi1s2 | B | |[BEleEe 2= 100% (=) y! (3)
Erkenntnisse

via Lateral Movement
v Angreifer hat Rechte
v Versuch mittels Malware Banking Daten zu finden

v’ Exfiltration von Kunden-Daten
v’ Spater: mittels Kryptolocker

Tag 0 Tag 3 Tag 4 Tag 8 SEC Consult
4
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Praxisbericht

Bereinigung der infizierten Systeme

- Aus Backup wiederherstellen

- Infektionswege schliel2en/abdichten
- Wechsel aller Passwarter

Stillstand in der Produktion (ca. 4 Tage)

Wiederholte Betriebsunterbrechungen fir Office Clients
(ca. 2 Wochen)

GDPR Meldepflicht / Verstol3e (Datenverlust)
Reputationsschaden

SEC Consult
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Zusammenfassung

Schadensbegrenzung durch Vorbereitung
schnelle Reaktion auf einen Incident :
Forensische Analyse des Incidents :
Sicherung der gefundenen Beweise
Verhindern eines erneuten Angriffs

Rasches Wiederaufnehmen der 3 \/erteidigung Bericht
regularen Arbeit :

Eindammen von finanziellen und . Rapid Response Team mit Experten -
Imageschaden : aus den Bereichen Forensik, Reverse
: Engineering, technischer und

Schutz von sensiblen organisatorischer Informationssicherheit

Unternehmensdaten )

Analyse der Ist-Situation des : 24/ Ze?nlilgr?eirr\e’;isc?ngzgigg
_Unt_e_rnehmens und Ableiten von : P
individuellen MaBnahmen . Unterstitzung durch ein Off-Site Team

50+ Incidents behandelt

SEC Consult

Titel: SEC Consult // Cyber Defence Lifecycle // ADV | Verantwortlich: F. Mittermair | Version / Datum: V1.0/2022-09-06 | Vertraulichkeitsklasse: 6ffentlich
© 2022 SEC Consult | All rights reserved an atos company




Haben Sie noch Fragen?

Besuchen Sie unseren Messestand oder kontaktieren Sie uns direkt

CYBER INCIDENT? CALL +49 30 398 202 777
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http://www.sec-consult.com/

SEC Consult in Ihrer Region (pachH)

OSTERREICH - Wien

SEC Consult Unternehmensberatung GmbH
Leopold-Ungar-Platz 2, Stiege 3/ 3. OG
1190 Wien

Tel +43 189030430
Email office@sec-consult.com

OSTERREICH — Wiener Neustadt

SEC Consult Unternehmensberatung GmbH
Komarigasse 14/1
2700 Wiener Neustadt

Tel +43 2622 905 68
Email office-neustadt@sec-consult.com

OSTERREICH - Linz

SEC Consult Unternehmensberatung GmbH
Wienerstral3e 131, Top 01.01.05
4020 Linz

Tel +43189030430
Email office-linz@sec-consult.com

DEUTSCHLAND - Berlin

SEC Consult Deutschland
Unternehmensberatung GmbH
Ullsteinstrasse 130, Turm B/8 Stock
12109 Berlin

Tel +49 30 398 20 2700
Email office-berlin@sec-consult.com

DEUTSCHLAND - Minchen

SEC Consult Deutschland
Unternehmensberatung GmbH
Palais Leopold, Leopoldstral3e 12
80802 Minchen

DEUTSCHLAND - Bochum

SEC Consult Deutschland
Unternehmensberatung GmbH
Sidring 25

44787 Bochum

DEUTSCHLAND - Nurnberg

SEC Consult Deutschland
Unternehmensberatung GmbH
Konigstorgraben 11

90402 Nurnberg
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SCHWEIZ

SEC Consult (Schweiz) AG
Bandliweg 20/4. Etage
8048 Zirich

Tel +41 442717770
Email office-zurich@sec-consult.com

LUXEMBURG

SEC Consult Luxemburg S.ar.l.
246, rue de Beggen
L-1220 Luxemburg

Tel +352 621 493 221
Email office-luxembourg@sec-consult.com
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