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NIS2 als Chance – Verteidigung gegen 
Ransomware- & KI-Angriffe
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▪ Artikel 21, (1): “… geeignete und verhältnismäßige 
technische, operative und organisatorische 
Maßnahmen ergreifen…”

▪ Artikel 21, (2), a): “Konzepte in Bezug auf 
Risikoanalyse und Sicherheit für 
Informationssysteme”

▪ Artikel 21, (2), b): “Bewältigung von 
Sicherheitsvorfällen”

▪ Artikel 21, (2), e): “Sicherheit der Lieferkette…”

▪ Artikel 21, (2), f): “Konzepte und Verfahren zur 
Bewertung der Wirksamkeit von 
Risikomanagementmaßnahmen…”

▪ Artikel 21, (3): “Die spezifischen Schwachstellen der 
einzelnen unmittelbaren Anbieter und 
Dienstanbieter […] berücksichtigen”

NIS 2 - are you ready?



UNDERSTANDING
THE THREAT LANDSCAPE
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Motivations

NATION S TATE ECR IME HACK TIVIS M
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Nation State Goals

CHINA North K orea IR AN R US S IA

ECONOMIC ES PIONAGE
INTELLIGENCE COLLECTION

CURRENCY GENERATION
ECONOMIC ES PIONAGE

GEOPOLITICAL CAMPAIGNS
TELECOM FOCUS ED

INFORMATION OPERATIONS
CRITICAL INFRAS TRUCTURE



2023 CrowdStrike, Inc. All rights reserved.

Sophisticated & Symbiotic E-Crime Ecosystem 

S ER VICES DIS TR IBUTION MONETIZATION

CAPABILITIES  ENABLING
CYBER CRIMINAL ACTIVITY

VEHICLES  LEVERAGED FOR
DELIVERING TO VICTIMS

CAPITALIZING ON
S UCCES S FUL EXECUTION



UNDERSTANDING & DEFEND
YOUR  E NTE R PR IS E



Services

Threat Hunting MDR IR Advisory

Fusion

CrowdStrike Security Cloud

Humio Threat Graph APIs CrowdStrike Store

Cloud Security Posture Mgmt

Cloud Workload Protection

Digital Risk Monitoring

Threat Intelligence

Malware Analysis

Attack Surface Management

Identity Threat Detection

Identity Threat Protection

Log Mgmt

External Attack Surface Mgmt

Forensics

IT Hygiene

Vulnerability Mgmt

File Integrity Monitoring

XDR

EDR

Next-Gen Antivirus

Firewall Mgmt

Device Control

Endpoint Security Cloud Security Threat Intelligence Identity Protection Security & IT Ops

Lightweight Agent

MobileCloudServers IOTContainersVirtual MachinesWorkstations

THE FALCON PLATFORM
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DELIVERED VIA ONE AGENT 
THAT REPLACES DOZENS OF 
POINT PRODUCTS

User AccountsActive Directory 3rd Parties

Identities

Workstations ServersMobile IOT

Endpoints

Clouds

WorkloadsData Centers

Falcon Agent

Lightweight

Zero reboots

Superior user
experience

Containers

Prevent • Predict • Detect • Respond



AUTOMATED HUNTING ENGINE
THREAT GRAPH

ENRICHED 
DATA

ANALYZED 
DATA

1 TRILLION+
EVENTS / DAY

135 MILLION
IOA DECIS IONS / MIN

160+
ADVERS ARIES  TRACK ED

ACTIONAB LE 
INS IGHTS

PREVENT
THREATS

INVESTIGATE
FASTER

HUNT
PROACTIVELY

20 21 CROWDS TRIK E, INC. ALL R IGHTS  RES ERVED.



XDR @ CROWDSTRIKE

E N T E R P R I S E - W I DE  V I S I B I LI T Y  AC R OS S  ALL K E Y  S E C U R I T Y  
DOM AI N S



Built on the foundation of EDR, XDR extends enterpris e-wide
vis ibility acros s  all key s ecurity domains (native &  third-party) 
to s peed and s implify near real-time detection, inves tigation, 
and res pons e for the mos t s ophis ticated attacks

XDR
Definition | Extended Detection Response



UNIFY SIGNALS TO FIND THE MOST SOPHISTICATED ATTACKS 
ACROSS THE ENTERPRISE

Correla te

Hunt: Unified cross-domain 
investigations

ActionIngest

Endpoint Cloud

Network

Identity

Web CASB Email

Firewall

Advanced 
analytics

Parse

Map to
Schema

Enrich with 
telemetry & 
threat intel

Analyze

Orient: Native cross-domain 
graph explorer

Automate: Native SOAR 
automates repetitive tasks

Respond: Surgical response 
for native & third-party tools

Normalize

Identify: Custom & CrowdStrike 
created detections 





CROWDSTRIKE
FALCON COMPLETE (MDR)

EXPERTS  IN INCIDENT RES PONS E
Years  of DFIR experience, PIONEERED remote 
remediation as  a core competency

ALWAYS  IMPROVING
Every day building countermeas ures  to res pond to the 
lates t threats  the moment they emerge

EXPERTS  IN FALCON PLATFORM
Certified analys ts , 100% focus ed on s topping breaches

MISSION:
Manage, monitor, and remediate threats 
24/7/365
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RANSOMWARE & 
NIS2 –
IDENTITIES



“ 8 0 % OF  DAT A B R E AC H E S  H AV E  A C ON N E C T I ON  
T O C OM P R OM I S E D P R I V I LE G E D C R E DE N T I ALS ”

- F OR R E S T E R  R E S E A R C H



Initial 
Acces s • TA0001

Dis covery • TA0007

Privilege 
Es calation • TA0004

Credential 
Acces s • TA0006

Lateral 
Movem ent • TA0008

Im pact •TA0040
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OFTEN, THEY ARE STARTING HERE

Execution

Identity



 Unders tand what privileged accounts  exis t

 Unders tand where privileged accounts  are 
us ed

 Identify s ervice accounts

 Identify s tale accounts  

 As s es s  the ris k as s ociated with accounts

 As s es s  ris k as s ociated with account us age

 Identity s tore s titching and correlation

FALCON IDENTITY THREAT DETECTION
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 Trus t… and verify

 Automatically enforce conditional acces s  
on anomalous  activity

 Create bes poke rules  that  allow, block, or 
challenge high-ris k identity activity

 Integrate with current identity s tores  for a 
zero-friction end-us er experience

 Stop advers aries  in their tracks  

FALCON IDENTITY THREAT PROTECTION

©20 21 CROWDS TRIK E, INC. ALL R IGHTS  RES ERVED.
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EASM



Your digita l footprint is  becom ing com plex

DMZ

INT

PaaS S aaS

B EFORE NOW

VPN

VPN

INT

VPN

Dom ain | IPs  | Web S ervers  | IoT | 
Work loads  | Applications  | Identity 

?
?

On-prem On-prem

Off-prem

?



FALCON 
S URFACE

IP Addres s es S upply Cha in 
Ana lys is

Domains

S S L Certs

IoT/OT

Network 
S ervices

Application 
S ervers

Workloads

S IEM

S OAR

S ervice 
Now (VRM)

3rd Party
Vulnerability 

Managers

24/ 7 Proprietary 
External Attack  

S urface Mapping

Rea ltim e As s et 
Dis covery

Vulnera bi li ty 
Ma pping

Rich Advers a ry
Intel

Ris k  
Prioritiza tion

Guided 
Rem edia tion 

S teps

Accelerated 
Res pons e

APIs

Falcon
Platform

Internet

Context ba s ed 
Ris k  S core

Internet s ca le m a pping of expos ures  with full bus ines s  context, em powering 
s ecurity tea m s  to elim ina te a ll unk nown a s s et expos ures  in rea l tim eRogue 

As s ets



FALCON S UR FACE MAPS  THE WOR LD’S  INTER NET EX POS UR ES  IN R EAL-TIME

Da ta  
Lea k a ge

Mis configured 
S 3  B uck et

Expos ed Fi le 
S erver

Expos ed 
Da ta ba s e

S can the entire internet for expos ed 
as s ets

Create expos ed as s et inventory and 
analyze s ecurity pos ture

Prioritize ris k  and generate guided 
rem ediation s teps

1 2 3



Do you k now your external attack  s urface?

B OOK  YOUR  DE MO TODAY

FALCON S UR FACE



A PROVEN SECURITY LEADER

Compliance & Certifications

Validated
• •

Leader In
• •



Services

Threat Hunting MDR IR Advisory

Fusion

CrowdStrike Security Cloud

Humio Threat Graph APIs CrowdStrike Store

Cloud Security Posture Mgmt

Cloud Workload Protection

Digital Risk Monitoring

Threat Intelligence

Malware Analysis

Attack Surface Management

Identity Threat Detection

Identity Threat Protection

Log Mgmt

External Attack Surface Mgmt

Forensics

IT Hygiene

Vulnerability Mgmt

File Integrity Monitoring

XDR

EDR

Next-Gen Antivirus

Firewall Mgmt

Device Control

Endpoint Security Cloud Security Threat Intelligence Identity Protection Security & IT Ops

Lightweight Agent

MobileCloudServers IOTContainersVirtual MachinesWorkstations

THE FALCON PLATFORM
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We Stop 
Breaches
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THANK YOU
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