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Programming
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Computers in the beginning
of the 80ies
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Datensicherung war oberstes Gebot

 Backup der Multiuser-Systeme:

tägliches System-Backup im single-user mode durch Operatoren

mind. 3 Zyklen Festplatten mit 2 örtlich getrennten, feuerfesten Schränken.

Archiv von Software und Daten auf Magnetbändern

 Backup von PCs:

Anwendungs

Archiv von Software und Daten auf Disketten

Cybersecurity gestern
(Jahre um 1980)
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 Core War is a 1984 programming game created by D. G. Jones and A. K. Dewdney in which two or more 

battle programs (called "warriors") compete for control of a virtual computer. These battle programs are 

written in an abstract assembly language called Redcode.

Core War*

*) Sources: https://en.wikipedia.org/wiki/Core_War, https://github.com/lpohribn/Corewar

https://en.wikipedia.org/wiki/Core_War
https://github.com/lpohribn/Corewar
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 The Morris worm or Internet worm of November 2, 1988, is one 

of the oldest computer worms distributed via the Internet, and 

the first to gain significant mainstream media attention. 

 It resulted in the first felony conviction in the US under the 

1986 Computer Fraud and Abuse Act.

 It was written by a graduate student at Cornell 

University, Robert Tappan Morris, and launched on 8:30 pm 

November 2, 1988, from the Massachusetts Institute of 

Technology network.

Morris Worm*

*) Source: https://en.wikipedia.org/wiki/Morris_worm
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https://en.wikipedia.org/wiki/Morris_worm
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 ILOVEYOU, sometimes referred to as Love Bug or Love Letter for you, was a computer 

worm that infected over ten million Windows personal computers on and after 5 May 

2000. It started spreading as an email message with the subject line "ILOVEYOU" and 

the attachment "LOVE-LETTER-FOR-YOU.TXT.vbs”. 

 Onel de Guzman, a then-24-year-old resident of Manila, Philippines, created the 

malware. Because there were no laws in the Philippines against making malware at the 

time of its creation, de Guzman could not be prosecuted.

ILOVEYOU*

*) Source: https://en.wikipedia.org/wiki/ILOVEYOU

https://en.wikipedia.org/wiki/ILOVEYOU


Be prepared
against Cyber Threats

Today
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Cyber Security Practice

3 Pillars against Cybercrime

People1 Processes2 Systems3

 Proof of good conduct. Security 
clearances of employees with 
special duties

 Data Protection, Compliance, and 
Security Awareness Trainings

 Professional Partners
Ikarus, Mandiant, KPMG, …

 Community of Trust
(ATC, CSP, KSÖ, …)

 InfoSec Policy & Standards,
ISMS (Information Security 
Management System) use it! (
ISO 27001)

 Configuration Management

 A1 CERT

 SOC (as a service)

 Sharing Threats & Incidents

 SPAM Defence, Firewalls, Filters,
Data Leakage Prevention

 Vulnerability Scans & Penetration 
Tests

 Regular Patching

 Anti-DDoS Systems

 Redundant data centers, cables 
and backups

 SIEM System

 Check & Test Effectiveness



Threat Intelligence 

Threats
 DDoS 
 Malicious Websites
 Phishing
 Ransomware
 SMS Fraud Scenarios
  



Threat Intel

Europol EC3

 world wide overview
 weekly
 free of charge

Professional
Information
 
 CERT.AT
 GSMA
 Scitum
 Microsoft
 …
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DNS Protection
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DNS Protection
A1 Onlineschutz
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DDoS - Distributed 
Denial of Service attacks
(increasing)

Facts (A1 Austria)

within April-Aug 2023:

  170+ DDoS attacks / day

  192 DDoS >   10 Gbit/s
    12 DDoS >   50 Gbit/s
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A1-CERT Playbooks
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Practical Tipps

E-mail Security Advice
Check “Sender”
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FluBot Malware

Facts
A1 Austria

Started ~ May 21
 
Millions of SMS

Thousands of      
  infected
       Android
       phones

~ May 22:
Botnet shutdown by 
Europol cooperation
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Smishing examples



19



20

https://www.watchlist-internet.at/unserioese-webseiten/phishing-alarm/



Cybersecurity
Tomorrow
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A1 Cybersecurity Tomorrow

Cybersecurity Tomorrow

 Know all your IT, systems, devices, network and data

 Manage and monitor all authorizations

 Business-Continuity (e.g. Backup/Restore) is essential

 “Patch me, if you can” -> “Patch me, yes you can”

 Automate maintenance and defense

 Verify continuously

 Have a professional support

 Share and learn

 Crime continues, be aware of “Cyberfraud”



We do a lot to keep
A1 secure
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A1.AT Cyber Attack

Lessons learned (1 - Passwords)

 Complex passwords are required for all users (A1: 15 chars, UPPER|lower|0-9|+special)

 Don’t insist on periodic password changes for all users

 Multifactor Authentication (at least with SMS-TAN) is a strong requirement for all users

 Follow the Microsoft security recommendations, especially for active directory (Tier model)

 Single Sign On – yes, but limited to sets of applications of similar purpose

 Allow long and complex passwords (do not exclude special chars like space or §/,;:.$@\()[]{}€ )

 Encrypt passwords

 forbid clear text lists of passwords (part of vulnerability check?)

 Password management solutions for corporations are needed
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A1.AT Cyber Attack

Lessons learned (2)

 “Patch me, if you can”

 DLP is valuable – esp. for the command line logging, distributed searching for files

 SIEM is valuable, sharpen them! (e.g. alarms according to MITRE model)

 SOC and Red/Blue Teams are valuable, Purple Teams are better

 Monitor the traffic, restrict outgoing traffic

 Whitelisting of services is better than blacklisting

 No exceptions!

 Do the security homework always properly! (e.g. see the 18 CIS Controls)
 Inventory of hardware & software? (Computer Aided Configuration Management)
 Business Continuity Tests done? (Essential services, Redundancy, Backup/Restore)
 Time synchronization (< 1s)

 Be prepared for the next attack
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