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Agenda

NIS-2 Big Ten Measures — Cisco can help
- Secure Critical Infrastructure
« OT Secure Remote Access

Network Segmentation and Integrations
- Threat Hunting with XDR

- Cisco Security Portfolio



NIS-2 Big Ten Measures



Security Regulatory & Standards

European National

NIS Directive (EC2016/1148) NISG (AT: NIS-2-RL)

Cybersecurity Act (EC2019/881) IT-Sicherheitsgesetz (DE: IT-SiG2.0)

Cyber Resilience Act Kritische Infrastruktur (DE: BSI-KritisV;
AT: APCIP)

ENISA (European Union Agency for

Cybersecurity DE: BSIG § 3 Qualifizierte APT-
Response Dienstleister

EPCIP, European Programme for Critical (Cisco Talos Incident Response Retainer)

Infrastructure

Digital Operational Resilience Act (DORA)

x ¥ NISG — Netz und Informationssicherheitsgesetz
: en}sa M| BSIG - Bundesamt fur Sicherheit in der Informationstechnik Gesetz
K oo ccls APCIP - Osterreichisches Programm zum Schutz kritischer Infrastrukturen

APT - Advanced Persistent Threat Response

asco SECURE

Standards

ISO/IEC 27001 (InfoSec)
ISO/IEC 27019 (Energy)
ISO/IEC 27799 (Gesundheit)
IEC 62443 (OT Security)

NIST Cybersecurity Framework



https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/Themen/Dienstleister_APT-Response-Liste.html
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/Themen/Dienstleister_APT-Response-Liste.html

Massive increase in scope in comparison to NIS 1

- 40 times more entities are involved/subject to comply NI covered sectors NIS2 expanded scope
Wlth é A |r=r] P{ovtxder.s of public. ;
o =
© IT and OT are in the SCO pe == Digjtut services such as
@ e atiorms and dgta centre
« Companies with 50+ employees or €10m + turnover @
E? Energy nv:‘girceg:g:irt and waste
- Terminology changes vs NIS1 (Operators of Essential .
Services (OESs), Digital Service Providers (DSPs): WL e %Zg o
. og @ . . =~ Manufacturing of certain
- Essential Entities (EE), detailed in Annex | of the NIS2 | - ol ol procts (5
devices, chemicals)
text
ey e . . 0 Water = | Postful and Courier
* Important Entities (IE), detailed in Annex || of the NIS2 Fo—o! Senvces
M @i‘j Digital Infrastructure % Foods
@ Digital Service Providers m%ﬁ Public administration

"tseh’ SECURE


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.ENG&toc=OJ%3AL%3A2022%3A333%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.ENG&toc=OJ%3AL%3A2022%3A333%3ATOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2022.333.01.0080.01.ENG&toc=OJ:L:2022:333:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2022.333.01.0080.01.ENG&toc=OJ:L:2022:333:TOC

Mapping NIS-2 Article 21 and 23 to Cisco Solutions

Required NIS-2 Measures

-
Policy and Risk Analysis

AN

-~

Incident handling

v

N\
-

A 24h reporting
N\

v

-
ﬂ Vulnerability management
D

v

b

@ Cyber hygiene / training
N\

v

Cisco Capabilities

[@ Zero Trust

v

)
)
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@ CX Services, Talos Incident Response
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[:@“ Cisco XDR, Splunk
J
-
sz | Cisco Vulnerability Management
\'\3:.- /| in the future: Cisco Hypershield )
(@ . . . . h
TB— Cisco helping building awareness, Cisco
L~ Networking Academy, Cisco Skills For All )
a

[% Duo, Segmentation, loT




NIS-2 “Big 10” Measures — Cisco Security Reference

How Cisco can help — Mapping

a) risk analysis and information system security policies;

b) Incident handling (prevention, detection, and response to incidents);

c) business continuity and crisis management;

d) supply chain security including security-related aspects concerning the relationships between each entity and
its suppliers or service providers such as providers of data storage and processing services or managed security
services;

e) security in network and information systems acquisition, development and maintenance, including vulnerability
handling and disclosure;

f) policies and procedures (testing and auditing) to assess the effectiveness of cybersecurity risk management
measures;

g) basic cyber hygiene practices and cybersecurity training;

h) policies and proceduresregarding the use of cryptography and, where appropriate, encryption:

i) human resources security, access control policies and asset management;

j) the use of multi-factor authentication or continuous authentication solutions, secured voice, video and text
communicationsand secured emergency communication systems within the entity, where appropriate.

ISMS, InfoSec
Pentest (CX)
1SO 27001

IR (Talos)

IR (Talos)

Certificates
ISO 27000

ISMS, InfoSec
IR (Talos)

ISMS, InfoSec
Pentest (CX)
ISO 27000

Pentest (CX)

FW (Secure
Firewall)
VPN (Secure Client)

GAP-A (CX)

MFA (DUO)

ASRM (Attack
Surface
Management)
GAP-A (CX)

soc
(XDR/MDR)

SOC (XDR/MDR)

SBOM (Cloud
Application
Security)

ASRM (Attack
Surface
Management)
XDR/MDR

ASRM (Attack
Surface

Management)
GAP-A (CX)

GAP-A (CX)

ZTNA (Secure
Access)

Awareness
(CX)

NAC (ISE)

EDR (Secure
Endpoint)
XDR/MDR
Awareness (CX)

EDR (Secure
Endpoint)
XDR/MDR

Backup /Restore

(Cohesity)

Jumphost

(Secure Firewall,
Secure Equipment
Access)

EDR (Secure
Endpoint)
XDR/MDR

(Vulnerability

Management)

Awareness (CX)

Web Sec (Umbrella)

MFA (DUO)

ZTNA
(Secure Access)

NAC (ISE)
MFA (DUO)

NDR (SNA, SW)

BMS (Cyber
Vision)

VPN (Secure
Firewall,
Secure Client)

NAC (ISE)
MFA (DUO)
NDR (SNA, SW)

Data
Encryption
(Webex)

NAC (ISE)

Email (Secure
Email)

Web Sec
(Umbrella)
(Secure Email)

Secure FW
VPN (Secure
Client)

BMS (Cyber
Vision)

Emergency
Handbook (CX)

MFA (DUO)

Web Sec

(Umbrella)
(Secure Email)

Secure FW
VPN (Secure
Client)

Data Loss
Prevention
(CloudLock)

Asset Visibility ZTNA

(Cyber Vision) (Secure
Equipment
Access)

Voice, Video Messaging,

(CUCM, SRST) Calling (W ebex)



How Cisco Cyber Vision helps with NIS-2 compliance

Required NIS-2 Measures

v

v

v

v

4 ® N
ﬁ Risk analysis
N\ J
4 N
O Incident prevention
N\ J
4 N
LW}
h’ Incident detection & response
N\ J
4 N
ﬂ'ﬂ Vulnerability management
N\ J
4 N
* Cyber hygiene
N\ J

v

Cyber Vision Capabilities

-
## Risk scores, Security posture reports
N\

AN

-

IEC62443 segmentation with Cisco ISE & FMC

Snort IDS with Talos Threat Intel, Cisco XDR

OT asset vulnerability, Cisco VM Risk scores

A
%
oo

Asset inventory, Activities, Security insights

Assess OT cyber risks with Cyber Vision to implement best practices

cisco S E C U RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Reference

Network Segmentation, IAM, ZTNA and Remediation with Cisco

m Macro- Segmentation Micro- Segmentation Nano- Segmentation

Cloud Multicloud Defense Multicloud Defense Secure Workload XDR
cdFW Secure Workload cdFMC
CDO
| BMZ I gecure Firewall i | i gDR
Meraki MX FMC
CDO
Campus Secure Firewall Identity Services Engine (Adv.) Secure Network Analytics XDR
SD-Access TrustSec FMC
Catalyst Center ISE
Datacenter/Apps Secure Firewall ACI Secure Workload XDR
ACI Secure Workload FMC
cdFW
WAN Secure Firewall Catalyst SD-WAN Secure Access XDR
Meraki MX Meraki SD-WAN FMC
CDO
Industrial DMZ Secure Firewall XDR
FMC
oT Secure Firewall Cyber Vision Cyber Vision XDR
Identity Services Engine (Adv.) Identity Services Engine FMC
TrustSec Secure Network Analytics ISE
Endpoint/Client Secure Firewall Secure Endpoint Secure Endpoint
Meraki MX Secure dient XDR
Secure Email FMC
ISE Posture CDO

ISE



Secure Critical Infrastructure



OT Components — ICS Vendors & Protocols

. . . ABRD hnei
Industrial Devices  Industrial Control Systems FADD Schneider

- Valves - Remote Terminal Units (RTU) Rockwell

- Pumps . Programmable Logic Controllers (PLC) SIEMIENS A“hmdmf"

. Sensors - Intelligent Electronic Devices (IED) %&T’X‘C’l" EMEﬁSDM.

. Thermostats - Supervisory Control and Data

. Machines Acquisition (SCADA) OMRON MTSUBISH  Honeywell
. Robots - Distributed Control Systems (DCS) ELECTRIC

- Human Machine Interfaces (HMI)

. Motors
and more...

t" -s@ B e C_rl gt madbus -WC

CODESYS

EtherNet/IP dnp

and more...

I(:IS(:O SECURE © 2024 Cisco
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Typical Industrial Control System (ICS) network

T IT network .
9= & & *
Purdue Level 4-5 \V/
I-DMZ Ner:::::
How do we secure this
Control Zone JAY .
v environment that has

Area Zone é - 4_:: m|n|ma| Secunty W|th
Purdue Level 2 = .
just an [-DMZ?
I—E ST Switch

| |
ce" Zone PLC/RTUAED [E
Purdue Level 0-1 ! ! SIS PLC/RTU/ED
1N

‘asco SECURE
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Typical Industrial Control System (ICS) network

I Enterprise IT network "h
[}
— Zone A
Purdue Level 4-5 \vj
ITCORE

I-DM2Z NGFw:-:-.
([ ]

Zone-1 Zone-2

alualn
cisco S EC U RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

No visibility to OT
devices and OT
protocols.

No context in change of
Assets, new Protocols
and change in
Communication Flows or
lateral movements.

A firewall is not enough!

13



Cisco’s 4-step journey to secure your industrial network

—ra 3 0

| 4 | 4 v

Asset discovery Network Live threat
segmentation detection

Difference to Baseline,
Change of Assets, new
Protocols and change in
" SGT with ISE communication flows

Discovery of Devices (Assets) = Segmentation with Firewalls
with Cyber Vision

(New) Communication

between Devices " Access Control Vulnerability and Anomaly

Detection (IDS)

Powered by Talos Threat Intelligence

"tseh’ SECURE

Integrated IT/OT
SOC




Cisco’s best of integrated IT-OT security solution

Segmentation Firewall Policies

Identity Services Engine Secure Firewall
Cisco XDR
— Secure Network Analytics Secure Endpoint
SIEM/SOAR Secure DNS Network Management
Secure Access Catalyst-Center

Splunk

Powered by Cisco
TdLOS
Threat Intelligence

Cyber Vision ISA 3000

Incident Response

‘asco SECURE



Asset Discovery and
Network Segmentation with
Cyber Vision



Cyber Vision

Cyber Vision - Architecture

Cisco Cyber Vision Center:
Centralized analytics & data visualization

6 e 0
Welcome to Cisco Cyber Vision

Cisco integrations Partner integrations
157 27, 324 90
XDR, FMC, ISE,

SIEM, CMDB,
SNA, DNA-C =2

ICS vendor software

Application flow

Sensor Sensor

Sensor Sensor Sensor
& Industrial loT Gateways / sbe Industrial Industrial @ Sensor Networking
Z  Switching "tTtt Compute T Routing Wi-Fi (RF Mesh)

Cyber Vision Sensors: Deep Packet Inspection built into network elements
i

asco SECURE



Cyber Vision

Cyber Vision Asset Visibility & Posture

Asset Visibility

Component
1769-L16ER/BLOGIXS - [y ) Baseline / Anomaly &
h ~ <
ope .
adianen  316ER 11:45:12 AM Vulnerability Detection
Paint_Line_2 A high . B B 2 0 1120201200000 iz r oy rE R
ast activity $
1P:192.168.249.50 H Apr16,2001 @
MAC: 4:54:33:91 chree 110001 AM 192.168.1 subnet o ©73Vulnerabilities e
:00: »
i My preset s Firstactivity Tags v7 @15
2. Edit Manage group 10 most matched vulnerabilities 5€s0102 B oct11.2019 110652 Activities Vulnerabilities
Site Building K A very high @ Controler , # Time Server Activitie Vulnerabilitie
ast activity
Active baseline: Noactive baseline J 1P 192.168.1.4 (+ 1 other) B oy 242021 1232450M Activity tags
Myp MAC: 00:00:64:8c:86:08 (+ 1 other) # Controller Info
Active Discovery: Disabled
2 Edit # Time Management ,
This preset s filtered with keywords «192.168.1+ £ Descrip @ Brosdcast , € Multicast
Allcomy ARP 1+
{ Basics @ Security A Activity & Automation Criteria Soroctad [iMfoctan} Outoik ;""::
ofis
accuraty @ Basics © Risk score @ security A Activity & Automation
Properties Tags  Sensor Active b o o
= rview etails
R NETWORKS Active
© COMPONENT TAGS
: N Criteri  Overview Details
Properties a
omponents without tags
Device - Level 0-1 The 24,2021 v Cisco Cyber
vender-name: Rockuell Automation Device: Level2 Vulnerability severity legend: [l None [l Low R Criteria Matching Distribution  Description
Devit Level 3-4
fw-version: 31,011 o be E
¥ Network analysis. CC key element. Compromission
model-ref: 1769-L16ER/B LOGIX5316ER & NED Devicetype B $C50102 type: Controller 13%
Software Achievable  Current could lead to large impact
’ . S Vulnerability title e riskscore  riskscore
serial-number: 60771949 v B 1
s - ACT
A n . VITYTAGS Configuration Protocol
name: 1769-L16ER/B LOGIX5316ER ACTIVITY TAC : 8 550102 grous: Bullding K- e has 36
Multiple Siemens Products CVE-2017-1274 O o e w Groupimpact industrial impact A very high. 51%
i 192.168.249.50 GROUPS N »
Denial-of-Service Vulnerability in Profinet Devices
public-ip: no NGNS Yokogawa CENTUM 'BKHOdeq.exe’ Stack Based Buff 3 The best achievable score is [
mac: f4:54:33:91:cb:ee Yakaguive CENTUM BESin: dhisiie Bulfec OVE ¥ insecure traffic. Activities Nomatching activity
Schneider Electric Modicon Modbus Protocol Multipid »
Yokogawa CENTUM 'BKESimmgr.exe’ Stack Based Bul Y
Path Traversal Vulnerability in
Vulnerabilities in SIMATIC-1200 and SIMATIC 57-150 3 6RO Yokogawa CENTUM
Schneider Electric Modicon Modbus Protocol - Multip) o 3 g et
= CVsS score: 98
B 550102 mostimpacting vulnerability is
enip-vendor: Rockwell Automation/Allen-Bradley Vulnerabilities  Path Traversal Vulnerability in Yokogawa 36% Successful exploitation of these
CENTUM vuinerabilities could allow a remote

unauthenticated attacker to se
show more

See details



Secure Remote Access &
Multifactor Authentication



Secure Remote Access for OT

Evolving from VPNs to ZTNA

[ orsmen

v & meosawome

Secure Remote Access VPN

v B s

PR
VPN

Gateway

Secure DUO MFA
On-Prem Firewall - [[~——] DUODesktop
managed = J-------—-—o—- — . | - mmm———— |
[ —1
Jump Server
(Remote Desktop Gateway)
Access to
OT Asset

. Always-on solutions with all-or-nothing access
. Firewall rules need to be frequently updated
. Manual session management using jump servers

. DUO MFA and device health check

i
cisco SECU RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

n
¥
]

DUO Device Health Check

Your System

il

macOS is up to date

System password is set

FileVault is enabled

@ o a

Secure Equipment Access .
v @) Firewallis enabled

o st oy DS

ZTNA
Trust Broker

Cloud
managed in
loT OD

DUO MFA
DUO Desktop

Secure
Firewall

—— ZTNA
[——1 Gateway

Access to
OT Asset

e Trust broker manages policy based on identity and context, and
grants access to specific resources at specific times

. Gateway establishes an outbound connection to the trust broker
eliminating complexity of firewall rules

. DUO MFA and device health check

20



Secure Equipment Access

Cisco Secure Equipment Access Architecture

Empower OT teams to easily perform remote operations while enforcing
strong zero trust cybersecurity controls

| e N
1
1 OT Assets
1 - T ——— \
1 1
1 1 N !
! N ) IR0 !
1 Cisco industrial 1 ® :
. . - .
Cisco Secure X switches or routers . :
i 1
Equipment Access ~ X X I
i = 1
enice omn- B--if--i Zoad BT [
1 r\ 12 :
X [ ] SEA Agent ! .
Fow] 1
Zero trust remote session control : : 22> 1
Remote user ! ! :
1 1
v’ Clientless ZTNA: Browser-based remote v Configure least-privilege access | T e '
1

accessusing RDP, VNC, HTTP(S), SSH,

v' Enforce multifactor authentication

Telnet Yol . X
‘ B ’ v’ Check remote users' security posture
v’ Agent-based ZTNA: remote access that v d . . .
supports native desktop applications Record, monitor, terminate sessions

. Operational network
iDMz

Accelerate time to value Built to keep operations safe

Cloud simple @ Cisco secure Gf? Designed for OT ." Highly scalable

Drive business outcomes . Cloud + network working together




Cisco Secure Equipment Access portfolio

Secure
Equipment

Access
TNA Trust Broker)

Cisco SEA
Service in loT
Operations Dashboard

Routers Routers

Industrial Routers
EDM (loT OD)-managed IRs

i
cisco SECU RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Catalyst IE3300 (4GB) Catalyst IE3100
and IE3400 Switches Switches

Industrial Switches
Customer-managed IE3x00 (CLI, DNAC)

22



Network Segmentation with
ldentity Services Engine



How Identity Services Engine enforces Zero Trust

Connecting trusted users and endpoints with trusted resources

;.‘{ Threat

' Vulnerability

Endpoint Request Access

Endpoint is identified and trust is
established

*  Posture of endpoint verified to
meet compliance

SECURE

Trust continually verified

Continually monitors and verifies
endpoint trust level

Vulnerability assessments to identify
indicators of compromise

Automatically Updates access policy

<

1€

Cisco ISE

%8

©

\

Cisco
Catalyst-Center

ISE

Endpoint classified, and
profiled into groups

Endpoints are tagged x/SGTs

Policy applied to profiled groups
based on least privilege

Endpoint authorized access
based on least privilege

Access granted

Network segmentation achieved




ISE and TrustSec Segmentation -

Cell1 M
x
v
S
v D IR > Application
' 2% . @ @ Servers
3\'\0 o [o=—)
3 —
L —
C =]

P ~ Surveillance
p——r 1l ¢" Servers

—=
— SGT:12

SGT assignment Propagation Enforcement

*  Assignment of Security Group Tag (SGT) based on context (identity, device group, etc.).
* SGT are carried propagated through the network

* Firewalls, routers and switches use SGT to make filtering decisions via SGACL.

i
cisco S EC U RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

X
v

v

TrustSec

[MES)
o X
e X
v v
v v

25




TrustSec

Dynamic Segmentation via Cyber Vision

TrustSec policy Matrix
(Cisco ISE or Catalyst Center)

cell 1 - MEs

Cell 1 v X v X
X v v X ‘

PLC v v v v

[ = Y X v v

IT and OT teams create a policy
matrix with all the needed use
cases for segmentation

"tseh’ SECURE

Cyber Vision
Cell2
a a 9 [ I
,,,,,,, = ol
nnnnnnn n
o e
,,,,,,, a 4
= o~ [
o 3
=

The groups in Cyber Vision are mapped to
SGTs used in the policies.

The groups are sent to ISE together with the
profiling information.

The OT team can now assign the right
policies directly from Cyber Vision



Netflow Analytics with
Secure Network Analytics



Cyber Vision vs. Secure Network Analytics

i
cisco

Flow based Threat Dete cti

Cyber Vision

Deep Packet
Inspection

Lo Fu Tl o]

-

ITUser Secure Network
Analytics
Detect breaches, malware, data
hoarding, exfiltration...
Terminal Patch
g RDP Server App Server =
Level 35 Cerver - - -
' |
|
| ’1
0 7
Level 3 . SCADA Engineering Domain & Flow
. Historian e Workstation Controll | Collector
Operations & Control | 'I"e’ l ontrofer v
7
Level 2 SCADA Engineering Operator X
Supervisory Control Client Workstation Interface
BERMISBLY ISA-3000 |E-3400
I Sensor T
I Application Metadata
Level 1 Batch Discrete Drive Continuous Safety
Basic Control Control Control Control Process Control Control
Level 0
=
Process Application Metadata

SECURE

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

(5 P PR P P O P P

Secure Network
Analytics
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Threat Hunting and Remediati
with Cisco XDR



Threat Hunting and Remediation with Cisco XDR

Network

Cloud

i
cisco

Cisco

Endpoint

Applications

Email

Identity

4,045 28,879 ate

Built on the Cisco security platform

Automation and
response guidance

Open and Clear
extensible prioritization

SecOps

Analyst ko

Your SOC

XDR

Your Infrastructure

3rdparty tools Intelligence

Others SIEM/SOAR

Streamlined
investigations

Incident
responder



XDR

Cisco Managed Detection and Response (MDR)

[o=] I o alos
o= ﬂa INCIDENT

O I
s8R

p—— '\ —_ , RESPONSE
Expert team Threat Defined Cisco Security Customer Talos® Incident
of researchers, intelligence investigations product data portal Response
investigators, and  and automation and response
responders playbooks

,:/ ; %)@ @ @ ”\.,\.

Cisco Secure Cisco Secure Cisco Cisco Secure Cloud
\ Endpoint Malware Analytics Umbrella®* Analytics* /

N Cisco XDR e

alualn *Optional
cisco SECU RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public p



Let’s put everything together

industrial assets and
""""""""""""""""""" communications and groups it into Zones.

@ & ‘ e @ ¢ ISE implemented for visibility and Cyber Vision

Enterprise
SIEM 5“:':3";:':”" Cca::tw:: ‘ S ¥ @ oﬁg’
ﬂ _________________________________ A
Y fsco Secure Fir vl l‘= ——————————— ! ' Components are dynamically classified in SGTs
I-DMZ Cisco Secure Firewal 1 I y y
[ ! . via group assignment directly from Cyber Vision
ay ' - L .
Operations & Control A : @ gheaveion Visualize traffic activity between SGT in Catalyst
pueLee e ! ', Center policy analytics
I . . .
1 | Deploy segmentation with confidence once you
1 .
e . ' ! are comfortable with the observed network
Cisco Secure s -! * behaVior
Industrial Firewall
% Cyber Vision, Secure Network Analytics or other
Cisco IESwitch with . . . .
Cybervision Sensar B4 analytics tools raise alarms endpoint behavior
inrs i anomalies and threat detection.
PL/RTURED &= pﬁn Users can trigger quarantine of offending asset.
Zone-1 Zone-2

i
cisco SECU RE © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



cisco

secure  Security Reference Architecture cisco.com/go/sra

v3.0

Comprehensive visibility C Signal identification Threat research & analysis

ZERO TRUST
SASE

User/Device Security
SASE/REMOTE W ORKER: Cisco Secure Client (AnyConnect) | Umbrella | Secure Endpoint | MerakiSystems Manager | Duo | Secure E-mail | Thousan dEyes

G o 0 B8 o® 0 & @ & B U <

Cloud VPN Posture  Telemetry/ Endpointdetection & DNS-layer Secure Anti-virus/ Query Host FW  Mobile device Risk-based Passwordless Device  Continuous Email, Phishing, SPAM, BEC,  Digital experience
managed Visibility response security Web Anti-malware management MFA trust trust DLP, content filtering monitoring

Cloud Edge Network On-Premises Network

SASE/Security Service Edge SASE/SDWAN In the Office/ Managed Lo cation Industrial Threat Defense
Duo | Secure Connect | Umbrella Meraki | Secure Firewall Catalyst | Catalyst Center | ISE | Meraki | Secure Firewall Catalyst Center | CyberVision | Industrial Networking
ThousandEyes | Catalyst SOWAN Secure Network Analytics | Web Appliance ISE | Secure Firewall | Secure Network Analytics

_L . < /—\ (2% XY O XA A

= . NES [ — Jo oC
- Cf’ﬁb ['11 ﬁ @ C/EI\D 312 ke — (99] e & Q Rie U
Browser  Cloud access Cloud Dataloss DNS-layer Analytics ApPIication Cloud Cloud Application  Configuraton ~ Content  Encrypted  Group tag Anomaly Compliance Group tag Identita//
access  security broker malware  prevention security performance based OnRamp etwork gateway orchestration  filtering visibility  classification detection classification  pxGri
control detection optimization  orchestration

) A Py
— o=l a A G
9 & 7 @ @ X |16 %5 B = | 82 &
Identity/ FWaa$S RAaaS Remote  Secure web Digital IPSec VPN Integrated Middle Identity/ Network Network NGFW NGIPS Ruggedized  Segmentation Threat Visibility
posture browser gateway experience security mile pxGrid Cloud access control  security mitigation
isolation mo nitoring optimization analytics

o,
JOXS

o [% ° O @ g@g )'?’,9\:"; - $ @
TLS

Tenant Zero Trust Segmentation Visibility ?(I)'O:Pattagn Security analytics Segmentation Threat Profiling
restrictions  decryption Network Access propag & logging mitigation

Workload, Application, and Data Security
HYBRID MULTI-CLOUD: ACI | Cloud Insights | Panoptica | Radware | Secure Application | Secure Endpoint | SecureFirewall | Secure Cloud Analytics | Secure Workload

© > o ] (D @ s © ©

Anti-virus/ API security App Cloud Cloud Native Cloud Posture Identit

DDoS, Ky/ Micro/Macro Run-time Telemetry Threat Visibility
Anti-malware discovery analytics Security Management WAF/Bot PXGri Segmentation application mitigation



http://www.cisco.com/go/sra

CIsCoO

SECURE

Secure your

resilience.
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