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The perfect storm of complexity and threats:
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@ 26. August 2024 & pi/wf = 0

Cyberangriffe auf kritische Infrastrukturen
steigen in nur einem Jahr um 30 Prozent

Aktueller Bericht von KnowBe4 beleuchtet
wachsende Cyber-Bedrohungen, die auf kritische
Infrastrukturen abzielen.

...es ist an der Zeit, Cybersicherheit nicht nur als IT-Angelegenheit zu betrachten, sondern als einen
grundlegenden Aspekt unserer operativen Widerstandsfahigkeit und nationalen Sicherheit...

Quelle: https://itwelt.at/news/cyberangriffe-auf-kritische-infrastrukturen-steigen-in-nur-einem-jahr-um-30-
prozent/?utm_source=mailpoet&utm_medium=email&utm_source_platform=mailpoet&utm_campaign=newsletter_daily
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Data is the
lifeblood of

90%

Of the world’s data
has been created in

the last 2 years

business,
and it’s under
constant threat

Ransom

Data
Exfiltration

Unauthorized
Access
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OUR PURPOSE:
We power data

resilience,
to keep every business



Veeam’s Al-driven threat detection is the industry benchmark

Veeam has integrated the most comprehensive array of threat detection technologies

®© © O

Built-in security End downtime with Detect threats Data integrity
with a Zero Trust Incident Response earlier with proactive  with immutability
Architecture services and tools threat hunting everywhere

Data Security
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Your ADVANCED Veeam Stop

Ensure compliance, platform health, data protection, and data security in a
single place.

Finished with a Security Scorecard to globally understand the overall
protection.
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Driving relentless innovation to
derive deeper insights from your data

- O ®

Al-powered Teams get Automatic diagnostics  Backup data reuse
detection and answers faster with and remediation for data mining,
security scoring Al Digital Assistant analysis dev/test

Data Intelligence

Future

Roadmap

Joint development to integrate with Microsoft Copilot
Data protection of Al model workloads (LLMs, MLs, NLP)

Enabling customers to unlock insights with Al from their immutable backup data
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Veeam Data Platform

Pre-incident - Duringincident  Postincident

Ransomware Prevention Threat Detection Rapid, Clean Recovery

Al in-line Immutable YARA

Malware Backup Rules
(W [h gd &>

o I.__.I
Clean-room, verified, . L¢:’ 1 Recover Anywhere Pre-tested,

immutable backups automated clean recovery

/B SIEM Integrations
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Technology alone won't solve for true resiliency

People

Misalignment of IT
and security teams,
leaving gaps in
recovery and
security strategies

Processes

Lack of planning and

TeCh separated goal-setting

between IT and
Multiple point security
products for
recovery, lack of
integration with
security stack
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The Veeam

Cyber Secure Program

Cyber
Secure

Comprehensive Support Before, During and
After a Ransomware Attack
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Veeam Data Platform

coveware

by veeam

24/7/365 SWAT Team
Ransomware Warranty
Incident Response Retainer
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Forensic
Analysis

<)

Decrypt/
End Downtime
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Negotiation Settlements (if
(if required) required)
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Post-incident
documentation




FLEXIBILITY
Self-managed software or as-a-Service

\ e N \

Veeam Data Platform Veeam Cloud Service Providers Veeam Data Cloud

N B E NEIE
u | = (— lj =
Virtual Physical Apps Cloud Virtual Physical
@. 0
M365 salesforce Apps M365
J/

* Self-managed on-premise, cloud, or hybrid Managed service through Veeam cloud service providers
e 15t party Veeam managed service for M365, Azure, AWS
* All services will eventually be provided as-a-service

Al O

Cloud CEGE
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Follow us! Join the community hub:
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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