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Cisco powers how people and technology work
together across the physical and digital worlds

Splunk empowers organizations to be more digitally resilient

Al-ready data centers Future-proofed workplaces

Transform data centers to power AI workloads anywhere Modernize everywhere people work and serve customers

Public and private clouds, on-premises, edge Campuses, branches, factories, homes, cars, hospitals,
stadiums, hotels, and beyond

esilience
e, and performing with game-changing
lity across the entire digital footprint

Accelerated by Cisco Al

© 2024 SPLUNK LLC

Cisco Confidential




Digital resilience is a
$400B prok

74% of organizations
In stock price drop after report slower innovation
a single downtime event velocity due to downtime

Source: The Hidden Costs of Downtime, Splunk & Oxford Economics, Geo: EMEA
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https://www.splunk.com/en_us/form/the-hidden-costs-of-downtime.html

Complexity creates ris!
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I¥s hard to
be resilient.

The AI era is accelerating all these
challenges and creating entirely new ones.
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Complex environments expand
attack surface and failure points.

Growing data volumes sit in silos and
are increasingly hard to manage.

Regulations require real-time risk
assessments.




How do you prepare for and recover
from unexpected disruptions?




Build digital resilience with Splunk.

Splunk brings SecOps, ITOps and engineering together to...
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Prevent major Remediate Adapt quickly
Issues faster

o
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The Unified
Security and
Observability
Platform
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Detect | Investigate | Respond

Powered by Splunk Al

APIS | Integrations | Models | Visualizations

Custom &
Third-Party Third-Party
Tools Manage | Search | Federate | Automate Apps/
Services
Yy —_
< —)
Metrics | Events | Logs I_Traces
T
Public & .
Private Clouds  * A X Devices
On-Prem Owned &
Data Centers Unowned Networks



Splunk is the only Gartner
vendor recognized as

ader in the latest
Magic Quadrant™ . ;“M"e‘,’d:r -
artner® Magic Quadran
Reports for SIEM for Security Information and

A nd Observq bilify Event Management
Platforms

A Leader

Gartner® Magic Quadrant™
Gartner, Magic Quadrant for Security Information and Event Management, May 2024 fo r o bse rva b i I ilry P I q ll'fo r m s

Gartner, Magic Quadrant for Observability Platforms, August 2024

The Gartner documents are available upon request from Splunk. Gartner does not endorse any vendor, product or service depicted in its research publications and does
not advise tfechnology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s
Research & Advisory organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research,
including any warranties of merchantability or fitness for a particular purpose.

GARTNER is a registered tfrademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark
of Gartner, Inc. and/or its affiliates and are used herein with permission.
All rights reserved.
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Our
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IUCT
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To provide visibility and insights across an
enterprise’s entire digital footprint,
powering actions that improve security,
reliability, and innovation velocity

o ] %
Access the Apply the Accelerate the

right data right analytics right actions
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ified data platform

Flexible deployment | Scalable index | Data re-use
Filter, route, fransform | Federation | Al

2K+

of apps &
add-ons on
Splunkbase

1K+

purpose built data
source integration

8B

Monthly searches
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The SOC

future

99%

faster incident
detection, investigation
& response

90%

potential reduction in
alert volumes

5x

faster response time
with orchestration
& automation

© 2024 SPLUNK LLC



Cisco and Splunk strengthen digital
resilience by modernizing the SOC
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Unify threat
detection,
Investigation
and response

LLLLLLLLLLLLLL

Stop lateral
movement and
enhance anomaly
detection

0

)

Integrate threat
Intelligence to enrich
TDIR workflows
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Powering the
SOC of the future
with the leading

TDIR solution
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Unified threat detection,

------------ investigation, and response

Splunk Splunk
Attack Analyzer : SOAR

Splunk Enterprise Security
SIEM / Security analytics
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Splunk Platform
Unified data platform
: : Recognized Supported by : :
Leggl:\r;g r?te grl:gty industry leadership thousands of V|brar(\)tf(l:Jc;renrr:unlty
research in security Splunk base apps and partners

operations

and integrations
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Build a leading
yservability
practice

97%

reduction in alert noise

96%

faster application
development,
increasing developer
productivity

83% ¥

reduction in mean time
to resolve (MTTR)




Co m p I ellle ViSi bi I ill.y Unified visibility and real-time

® e troubleshooting across any environment
across your entire e gscrossay
digital footprint
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IT Service Intelligence

Business service monitoring and AlOps

Joud

Apprnamics Observability C

rid and three-tier environments For cloud-native environmeé

Splunk Platform
Unified data platform
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R?r?c?E:t[f; ° Unified metrics, A!]E;Jéglifnscpeo’fto Opﬁ:tﬁéegztry
leadership in events, logs, unknowns and leading

~ and traces :
observability root causes contributor
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Driving a new wave of maturity for the SOC
Powered by Splunk AI

~ Splunk Al

Assistive Intelligence Experience Customizable ML
AI Assistant for SPL Anomaly Detection prefeinius Learning 2Ll Sc:|ence.qnd 2
Toolkit Learning

Splunk Platform

Accelerating the SOC of the future
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unk Al
Assistants everywhere

Increase productivity and deliver faster detection and response

AI Assistant AI Assistant in AI Assistant in
for SPL Observability Cloud Enterprise Security

Mission Controt

< Geographically Improbable Access Detg

Write SPL to detect the creation of a new local user in Al Assistant

Geographically Improbable Access Detected &

Overview

9 To detect the creation of a new local user in Windows, we ca

created. The SPL query for this would be: Source Host workstation-478.internal.

Destination Host erver-932.internal.domain
Source IP Address 192.168.10.47
Destination IP Address 192.168.10.123

Protocol SMB

index=<index> source=*WinEventLog*:Security Al

| dedup session_id

| table _time, host, User, TargetUserName, Subj

~ Event Information
® Explain SPL

Files accessed and \\server-932\share\payrol!

This query will return a table with the following fields: pETRE ALK transferred \\server-932\share\confi

downstream dependency "paym

ime: The time of the e " . P
time e time of the event EEXI_JEI-|ET-'|'E:||-1,§ D ['Dbh':-'r'f"ls. Additional Context

- host: The host where the event occurred x . 4
1. The source workstation (" workstation-478

er: The user who created the new user accoy, anections to this server.

Checking the health ma

ame: The name of the ney

pidoe * is a regular employes

Generally Available Generally Available Feb 4 €25 Preview
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Unified AI Assistant to help you build digital
resilience

Skills

o Control Hub Cy?{ Cisco CX

D o

. L
Firewall &) Secure access
[ ]

Cisco Al Assistant

Data sources
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How Cisco and Splunk advance digital resilience

Catalyst
Center ISE

Catalyst SDWAN

Meraki

ThousandEyes

ucs

Nexus, ACI
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Network Monitoring

Distributed
Enforcement
Automated
Repair

splunk>

a C1SCO company

Right Data, Right Analytics, Right Actions

>

Application and
Infrastructure

e

Network
Performance

Security

How do network events

iImpact user experience,
application performance,
and business metrics?

How can I improve
performance of my
hybrid, three-tier and cloud-
native applications?

How do seemingly
independent alerts correspond
fo a threat? And how can I
enforce ar the source?

External data sources

Threat Detection

Distributed
Enforcement
Automated
Remediation

00

bfooo0O

Secure Firewall

Duo

Secure Network
Analytics

Secure Email
WSA

Multicloud
Defense ASA

Secure Malware
Analytics

Secure Access
Umbrella

Al Defense

Talos

XDR
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Heineken becomes the
world’s most resilient
brewer with Splunk.

100% 25M <20

visibility into 3000+ monthly app invoices with errors
systems messages in one per day in one
view location

“For the first time we can see all the performance
of our middleware systems and each of the
integrations running on them, in one single view.”

Guus Groeneweg,
Global Product Owner for Digital Integrations, Heineken

© 2024 SPLUNK LLC
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Data is thedifferentic
for security and
observability
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