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HEARTBEAT OF TRUST

GESUNDHEITSDATEN AUF INTELLIGENTEN UND GEHARTETEN DATENPLATTFORMEN



SILOS IN HEALTHCARE ORGANIZATIONS

Al /ML/ DL & Other IT
Radiology Cardiology EMR / EHR Genomics Analytics Workloads
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Application-Based Silos

= Different hardware = Different people
= Different software = Different processes

Servers
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STANDARDIZE, SIMPLIFY & SECURE WITH NETAPP

Q Analytics & Artificial Intelligence / Machine Learning

: Laboratory :
Medical . Electronic : Other IT
Imqging Information Health Record Genomics Telehealth Workloads
Systems
KX ~
A
B m L- I 5
'n' |

NVMe iSCSI NFS/pNFS CIFS/SMB

Common architecture % = B B NetAppl® Universal protocols

Common tools ” Unified management

Common processes k LS Integrated data protection

Common plai'form
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NETAPP CYBER SECURE DATA PLATFORM I}
POWERED BY ONTAP NetApP
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ONTAP VORTEIL 1: SNAPSHOTS
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ONTAP VORTEIL 2: FILE - SECURITY
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Real-time File Scanning & Control
FPolicy

NetApp-
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ONTAP VORTEIL 2: FILE - SECURITY i

NetApp-

0 Real-time File Scanning & Control
FPolicy
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DATA SECURITY & AUDITING
PROLION CRYPTOSPIKE Protion

RANSONRMANBLOIERLIST ... .
P |

CryptoSpike G cloe @ Enabled

*(alexbanan@tuta.io) CORP @ Enabled V|
e e o o
- regelmdaBig aktualisiert e 78
Users v IPs v Actions v Extensions e Clusters *xatl Q Enabled ,‘ '
* trump Q Enabled VA |
800
— i ; 0L-04-
aboutYourFiles.* & Enabled 7 i
500 * kernel_time Q Enabled PV |
E * lost @& Enabled Vam |
g a00 _ul . n |-| .
: *stn & Enabled P |
200 * Usagoo Q Enabled Va |
MReadme!!iHelph! txt @ Enabled Van | 0L.0Y%.
o
1530 1535 15.40 15:45 1550 15.55% 16:00 * heronpiston o Enabled ,‘ '
File activity
* lqustafkeach@johnpino.com].ad & Enabled V|
Date Name Type Path «fote Q Enabled ,. '
1171172022, 42620051 (0 cline Moore CREATE /FOPS/7384/8183/0302/9923/4361
PM StrutterGear exe & Enabled V|

11/11/2022, 426:29.041 CLOSE NTS

Jaqueline Moore /FOPS/7384/8183/0302/9923
PM
kuub & Enabled
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RANSOMWARE PROTECTION MIT (&)

PROLION CRYPTOSPIKE ProLion
@ normales Zugrifisverhalten | | ' TV
|
Ransomware- |
imitierendes Verhalten Ransomware-Verhalten |
wird blockiert
| -
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SINGLE FILE RESTORES MIT CRYPTOSPIKE

CryptoSpike

sysadm

Path = (@© Last1 hour @ Yo
Users M IPs M Actions M Extensions M Clusters Servers s Shares h Volumes M
800
600
g a00
i
=
200
0
15:30 15:40 1545 15:50 15:55 16:00 16:05 610 1615 16:20 16225
File activity
Date Name Type Path Cluster Server Volume Share :
11/11/2022, 426:29.051
M ! Jaqueline Moore CREATE /FOPS/7384/8183/0302/9923/4361 ontap04 SVM_Demo06 demo_data06 demo_data06
11/11/2022, 426:29.041
M ! Jaqueline Moore CLOSE /FOPS/7384/8183/0302/9923 ontap04 SVM_Demo06 demo_data06 demo_data06
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ONTAP VORTEIL 2: FILE - SECURITY Fm
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Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection
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ONTAP VORTEIL 3: 1

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection
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ONTAP VORTEIL 3: 1

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection
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ONTAP VORTEIL 3: 1

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection
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ONTAP VORTEIL 3: N

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection

&
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Admin Access Control
Multi-Factor Authentication
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ONTAP VORTEIL 3: N

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection

Admin Access Control
Multi-Factor Authentication

Admin Action Control
Multi-Admin Verification
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ONTAP VORTEIL 3: N

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection

Admin Access Control
Multi-Factor Authentication

Admin Action Control
Multi-Admin Verification
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ONTAP VORTEIL 3: N

OPERATIONAL — SECURITY NetApp'

Real-time File Scanning & Control
FPolicy

On-box File Anomaly Detection
Autonomous Ransomware Protection

Admin Access Control
Multi-Factor Authentication

Admin Action Control
Multi-Admin Verification

Immutable & Indelible Data & Backups
Tamperproof Snapshots
SnapLock Compliance NTS



ONTAP VORTEIL 4: INTRINSIC - SECURITY FA,,F,

D ActivelQ AutoSupport

l

Proaktiver Support

Vulnerability Reporting

Best Practices fur Security
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ONTAP VORTEIL 5: N

BUSINESS CONTINUITY NetApp

HochverfUgbarkeit auf Infrastruktur-Ebene

Automatisierter Failover fur SAN- & NAS
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NETAPP ENCRYPTION Fm
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cxmm Al NETAPP VOLUME ENCRYPTION

[ - ]

E Software-basierte Data-at-rest
Encryption

ONTAP
B
e
D
BEIN =
o

5 NETAPP STORAGE ENCRYPTION

q Hardware-basierte Data-at-rest
01001010 .
@ Encryption

NETAPP AGGREGATE ENCRYPTION
Software-basierte Data-at-rest
Encryption
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[
w FIPS 140-2

Common Criteria

Ml NetApp-

The only enterprise
storage vendor
validated to store top-
secret data

U.S. Department of
Defense Information
Network (DoDIN)
Approved Products List
(APL)

Commercial Solutions for
Classified (CSfC) Program
Component List

NTS



NETAPP HARDWARE PORTFOLIO

M NetApp

Block ASA C-Series

M NetApp

Optimized

ONTAP

AFF C-Sciias
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M. NetAl
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Unified

PNt
My

HYBRID FLASH CAPACITY FLASH PERFORMANCE FLASH

+
Storage ))
Media $SD QLc
HDD SSD
$

SSD
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NETAPP 3RD PARTY INTEGRATIONEN '}

ANTIVIRUS

(i) sentinelone Trelln!

v Symantec.

by Broadcom

@y TREND

AV Connector

/|

ONTAP

ANTI-RANSOMWARE

@ CLEONDRIS

Proiion t .
N\ varONIS netwrix

VERITAS

FPolicy

/|

ONTAP

NetApp-
BACKUP

VeeAM COMMVAULT &)

\/

S3 Objec’r

W

ONTAP

I'lﬁet,pp

AFF C-Series
Bestes Preis/Leistungsverhdaltnis for:
+ Fast Backup & Restore NTS
* Unléschbare Backups



https://partner-connect.netapp.com/us/partner-directory/veritas-technologies-llc

NetApp StorageGRID B B B FnNetAppi)

Verwalten von unstrukturierten Daten im gro3en Malstab

NFS SMB
- Software-defined Objektspeicher T - 3 &
FCP
* Hohe Verfugbarkeit & Skalierbarkeit ISCSI
NVMe-TCP : s S3 Google Cloud
~ - ~ 4 —
» Georedundant / Standort tUbergreifend : Apps [ )
L . Data Fabric
« Richtlinienbasierte Ablage von Daten [l i H
 Cloud-integriert @ —
g tinz Medien
+ Spiegelung, Auslagerung, —— 1 Rt
Benachrichtigung, Suche Archiv

e,
.,
.
N,

* Flexible Implementierung StorageGRID
* Appliances Innsbruck Wien
+ Virtualisiert Compliant
« Container Data

A NetApp
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B I u exp c I ass I fl catl o n se I'VI ce JTzvngrlfl::g environments (9) S@LAN;:G GB | B 2754KFiles | B 141 Tabl

Compliance Status

Umfangreiche Data-Governance-Software flr Einblicke in
Daten in hybriden Umgebungen

0, 0, 0,
» Welchen Inhalt haben die Daten, wie sensibel sind sie und wo Nsonz_s{fnsmve iiﬁ ° ;Iifv’e personal \

Pl Distribution

befinden sie sich?
e —

Nutzt fortschrittliche Kl und Natural Language Processing
(NLP), um Dateninhalt und -kontext zu verstehen, jede 180K _ 38K _
Datei zuzuordnen, zu kategorisieren und zu klassifizieren. PersonelResdle seneitve Personsl Resuls

@ Data in risk 130K Items g@} Ethnicity Reference 22K Items

Die Ergebnisse kdnnen nach 28 Kriterien gefiltert werden.

Data Subjects 110K items gg} Criminal Procedures Refe... 20K items

Einfache Dashboards, vorkonfigurierte Berichte und
automatisierte Richtlinien.

« HIPAA-Bericht: Hilft Ihnen, die Verteilung von Gesundheits- 40 127
informationen in Ihren Dateien zu identifizieren. Categories File Types

Miscellaneous 19K Items 100K items

18K Items 90K items

M NetApp




L Personally identifiable 'o Sensitive PlI
. info (PII) o -
Funktlonen Health data, ethnic origin, political
Email addresses, ID numbers, opinions, as defined by GDPR and
credit card numbers other privacy regulations
On-Prem
=]
= Dashboards
Personal and Sensitive
D Identifiers Extraction
Governance
Policles Slice and dice data
7 |
— Metadata Extraction
| = on all files L
1st Party: ANF/FSx/GCNV V GDPR, CCPA, HIPAA,
f and PCI reporting
Categorization &
Classification ‘
DSAR Reporting
Cloud Volumes ONTAP Compliance
Policies
- Permissions
° Export Results
Database

M NetApp
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