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AI is changing everything…
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Retail

Personalization

Inventory optimization

Sales forecasting

Manufacturing

Financial services

Public sector

Fraud detection

Risk assessment

Trading

Predictive maintenance

Quality control

Demand forecasting

Smart cities

Security and safety

Services improvement

Education

Learning & teaching 
experiences

Smart & secure facilities

Healthcare

Diagnosis

Drive-thru optimization

Patient support
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Compute and Data

Application Platforms

Frameworks and Tooling
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Artificial Enterprise 

Everything-as-code Sustainability

Data center Public cloudEdge Colocation

Building for the AI Era



Networking

Compute and Data

Application Platforms

Frameworks and Tooling

Artificial Enterprise 

Ubiquitous Security

Enforcement
Network, VMs, K8s and Bare Metal

Segmentation
Control Lateral movement

Distributed Protection
Automate exploit protection
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Hypershield

AI Defense

Secure FirewallNetwork Segmentation
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NIS 2 Massive increase in scope compared to NIS 1 

• 40 times more entities are involved/subject to 
comply with 

• IT and OT are in the scope 

• Companies with 50+ employees or €10m + turnover

• Terminology changes vs NIS1 (Operators of 
Essential Services (OESs), Digital Service Providers 
(DSPs): 

• Essential Entities (EE), detailed in Annex I of the 
NIS2 text

• Important Entities (IE), detailed in Annex II of the 
NIS2 text

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.ENG&toc=OJ%3AL%3A2022%3A333%3ATOC#d1e32-143-1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0080.01.ENG&toc=OJ%3AL%3A2022%3A333%3ATOC#d1e32-143-1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2022.333.01.0080.01.ENG&toc=OJ:L:2022:333:TOC#d1e32-148-1
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2022.333.01.0080.01.ENG&toc=OJ:L:2022:333:TOC#d1e32-148-1
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Change is risky, 
expensive
• Firmware updates delayed

• Policy changes are behind

• Delayed security posture

Patching 
is hard
• High vulnerability rate

• Mitigation is too slow

• Ensure app is available

Segmentation 
is challenging
• Explosive workload growth

• Inconsistent enforcement

• Environments keep changing

Cybersecurity fundamentals remain elusive in 
today’s complex enterprise IT environment  

© 2025  Cisco and/or its affiliates. All rights reserved. Cisco Confidential. 
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Telemetry

Platform
AI-native security | Kernel-level enforcement (built on Isovalent) | Self-qualifying updates

Future services
Distributed 

Exploit Protection
Autonomous 
Segmentation

Cloud management (Cisco Security Cloud Control)

Cisco Hypershield

Public Cloud        Private Cloud

Workload and network enforcement points

Virtual machines Kubernetes Bare metal

L4 Zone 
Segmentation 
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End system enforcer
(Tesseract Security Agent)

• Linux workload

• Kubernetes node

• Windows Server

Manage globally, enforce locally

Natural Language 
Interface

Cisco Security Cloud 
Control

+

Multi-domain

Includes

Unified management

Single global policy

Intelligent placement of 
shields

Integrations with 
cloud/app/infra 
metadata

Environments

Kubernetes

Cloud – Private/Public

On-prem

Public Cloud Private Cloud

Network-based 
enforcer

• VM (virtual machine) appliance

• Cisco N9300 Series 
   Smart Switches
• Server DPU NIC

Library of enforcement points
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Security Cloud 

Control

Implement intent-based policy 
that is easy to manage across 
enforcement points.

Unified policy Intelligent placement Centralized management
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Tesseract Security Agent

eBPF eBPFeBPF

System Calls

Namespaces

VFS

P R O C E S S  I D
B E H A V I O R S

TCP/IP

Storage

Network

Tesseract Security Agent

eBPF

Host

Deep visibility and enforcement in the workload 
built on Isovalent Tetragon



© 2025  Cisco and/or its affiliates. All rights reserved. 

Cisco Confidential

Improve security posture with self-qualifying 
firmware and policy updates

Note: Images are not an exact product UI representation

Review
AI system evaluates change. 

Admin controls promotion

Test
Using a digital twin, firmware and 

policy changes are validated 
against customer environment

Deploy
Hitless deployment with single 
click, enabling teams to move 

fast with confidence

The application affected by these changes is the Finance app.

The app owner’s approval is needed due to the high risk of the affected application.

Drew has been identified as the app owner of Finance app.

1) Technical design AI-approved

2) Security review AI-approved

3) Change request AI-approved

4) Business approval 
Approval 
needed

Hypershield

Application 

behavior

Policy update/ 

firmware 

upgrade test
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Cisco Hypershield use cases

• Deep understanding 

of app behavior

• Comprehensive inputs

for policy creation

• Constantly adapting to  

changing apps

Autonomous
Segmentation

L4 Zone 
Segmentation

• Within and across data 

centers, cloud edge and 

top-of-rack

• Consistent policy enforcement 

• Simplified architecture 

and lower costs

Distributed 
Exploit Protection

• Mitigate known and 

unknown vulnerabilities

• Surgical mitigating controls

• Protection within minutes, 

while app keeps running
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Reduced
outage
downtime

Accelerated
security
protection

Higher 
security
efficacy

Lower
barrier to
expertise

Hypershield helps deliver business outcomes
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AI adoption creates new, unmanaged risks
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AI Applications - What’s the risk?

User

Application

Model

Data

Infrastructure

AI Application New Risk Vector

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

AI Applications can be non-deterministic
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Consequences of Unmanaged AI Risk

Financial Damage Litigation Risk Reputational Damage Compliance Risk Security Risk IP Leakage
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Emerging Regulation

EU AI Act 2024 mandates that 
generative AI systems undergo 
external audits throughout their 
lifecycle

Assess performance, 
predictability, interpretability, 
safety, and cybersecurity 
compliance

Additionally, companies must 
implement state-of-the-art 
safeguards against generating 
harmful or misleading content
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New Standards for AI Security

LLM01 Prompt Injection Reconnaissance

Resource Development

Privilege Escalation

Initial Access

ML Model Access

Execution

Persistence

Impact

Exfiltration

ML Attack Staging

Collection

Discovery

Credential Access

Defense Evasion

LLM02 Sensitive Information 
Disclosure

LLM03 Supply Chain

LLM04 Model Denial 
 of Service

LLM05 Improper Output 
Handling

LLM06 Excessive Agency

LLM07 System Prompt 
Leakage

LLM08 Vector and Embedding 
Weaknesses

LLM09 Misinformation

LLM10 Unbounded 
Consumption



Networking

Compute and Data

Application Platforms

Frameworks and Tooling

Artificial Enterprise 

Ubiquitous Security

Enforcement
Network, VMs, K8s and Bare Metal

Segmentation
Control Lateral movement

Distributed Protection
Automate exploit protection

Visibility
Discover Shadow AI

Validation
Guardrails and Compliance

Protection
Secure AI during RunTalke
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Hypershield

AI Defense

Secure FirewallNetwork Segmentation
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Safely enable generative AI across your organization

AI Security JourneyAI Security Journey

Discovery
Uncover shadow 

AI workloads, apps, 
models, and data.

Detection
Test for AI risk,

vulnerabilities, and
adversarial attacks

Protection
Place guardrails and 

access policies to secure 
data and defend against runtime 

threats.
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The AI Defense Solution

End User

Model
Providers

Custom
AI Apps

Connected
Data Sources

Cisco AI Defense

Discover: Inventory AI Assets

Detect: Vulnerability Testing

Protect: Guardrails & Enforcement

Cisco AI Threat Research Labs

Employee

Third-party
Apps

USING
AI APPS

Detect: Assess Risk & Get Context

Protect: Guardrails & Enforcement

Discover: Inventory Third-Party Apps

DEVELOPING 
AI APPS
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Visibility: AI Cloud Visibility

• Automatically uncover AI assets, 
spanning on-prem, cloud, and 
SaaS

• Understand usage context of 
connected data sources

• Show controls around the 
models to gauge exposure
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Detection: AI Validation for Models

45+ prompt 
injection attack 
techniques

• Jailbreaking

• Role playing

• Instruction override

• Base64 encoding 
attack

• Style injection

• Etc.

30+ data privacy 
categories

• PII

• PHI

• PCI

• Privacy infringement

• Etc.

20+ information 
security categories

• Data extraction

• Model information 
leakage

• Etc.

50+ safety 
categories

• Toxicity

• Hate speech

• Profanity

• Sexual content

• Malicious use

• Criminal activity

• Etc.

60+ supply chain 
vulnerabilities

• Pseudo-terminal

• SSH backdoors

• Unauthorized OS 
interaction

• Etc.

Automatically evaluate AI models for 200+ security & safety categories to enroll optimal 
runtime protection
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Protection: AI Runtime Protection - Guardrails
Protect runtime use of AI by examining prompts and responses to protect against harm

• Apply guardrails that intercept and 
evaluate prompts and responses

• Block malicious prompts before they 
can do damage to your model

• Ensure model outputs are absent of 
sensitive information, hallucinations 
from company data, or otherwise 
harmful content

• Detections powered by proprietary 
AI models and training data
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Employees

Protecting usage of third-party AI apps

Cisco Secure Access

Input Guardrails
Prompt Injection

PII, PHI, PCI
Off-Topic

---

Output Guardrails
Code Detection
Hate Speech

Specialized Advice
---

Enterprise Network Traffic

✓    X

✓    X

1,200+ Third-Party AI Apps

Access 
Control

AI Guardrails

Multimode 
DLP

Cloud Malware 
Detection

Zero-Trust 
Proxy
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The Cisco Advantage

AI Model & App 
Validation
Algorithmic AI redteaming

• Automated assessment of safety 

and security vulnerabilities 

• AI readiness guides bespoke 

guardrail and enforcement policy

• Automatic integration into 

CI/CD workflows for seamless, 

continuous testing

2

Platform
Advantage
Security at the network layer

• Network-level data insights 

provide full visibility into AI traffic 

and associated risks

• Integration with Cisco 

product suite

• Enforce policies across and 

within clouds and datacenters

1

Proprietary Model & 
Data
Purpose-built for AI security

• Team pioneered breakthroughs 

from algorithmic jailbreaking to 

the industry’s first AI Firewall

• Contribute to (and align with) 

standards from NIST, MITRE, 

and OWASP

• Leverage threat intelligence data 

from Cisco Talos

3
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AI is changing everything…



Thank You
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