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Cyber Defense Kompetenz aus Europa (D-A-CH)

Cyber Defense made in Europe bei CANCOM
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CDC Austria joins

Defense Center

CANCOM Group (CDC)
Servicestart SOC Team Serviceerweiterung Automation Tools Akquise der fiir D-A-CH
Aufbau eines eigenen Endpoint Protection & Einfilhrung SOAR Tools, K-Businesscom mit )
Security Operation Centers Schwachstellen- u.a. im SOC Cyber Defense Zusammenfiihrung
(SOC) in Hamburg management Center (CDC) als ein des Portfolios und
Kernbestandteil Organisationen
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Ein Team,
Griindung CDC Team Servicestart Serviceerweiterung Serviceerweiterung Serviceerweiterung mit >100 Personen
in drei Landern
Entscheidung zum Go-Live mit ersten Aufnahme LOG- und OT Monitoring als Supply Chain in Europa mit
Aufbau eines eigenen Servicemodulen Endpoint Modul weiteres Servicemodul Security Monitoring erweitertem
Cyber Defense (Network Security sowie als neues Cyber Defense
Cen_ters .(CDC) Monitqring) Vulnerability Griindung lokales Servicemodul Portfolio
in Wien und Anbindung Management CDC Team D—E—ﬂ
der ersten Kunden & Threat % in der Schweiz
Inteligence




CANCOM Defense Center (CDC)

CANCOM SOC Servicemodule
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THREAT INTELLIGENCE
WHAT USE CASES ARE RELEVANT TO YOU?

Threat
Research

ignT
Campaign Tracking Deception Operations

Operational Intelligence

Reporting

» Insider Threat
Actor Profiling

Threat Monitoring \ y
Threat Feeds Real Time Alerts Strategic Intelligence
Reporting

Incident

Patch Response

© DIFFICULTY |  Automated Prioritization
; i Malware Analysis
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Tactical

TACTICAL

OPERATIONAL

Focused on performing malware
analysis & enrichment, as well as
ingesting atomic, static, and
behavioral threat indicators into
defensive cybersecurity systems.

Focused on understanding adversarial
capabilities, infrastructure, & TTPs, and
then leveraging that understanding to
conduct more targeted and prioritized
cybersecurity operations.

STAKEHOLDERS: STAKEHOLDERS

+ SOC Analyst Threat Hunter

. SIEM + SOC Analyst ’@‘
+ Firewall * Vulnerability Mgmt. O Q

+ Endpoints * Incident Response = —_ .
« IDS/IPS ”"Mechanic” * Insider Threat "Race Car Driver”

CROW DSTRIKE

STRATEGI

Focused on understanding high level
trends and adversarial motives, and
then leveraging that understanding to

engage in strategic security and
business decision-making.

STAKEHOLDERS:

CISO

ClO

CTO

Executive Board

Strategic Intel "The Owner”



CANCOM Defense Center (CDC)

CTI ermoglicht die proaktive
Identifikation von Bedrohungen,
bevor sie Schaden anrichten.

Die EU plant mit dem Cyber Solidarity
Act ein europaweites Warnsystem,
das auf CTI basiert und nationale
sowie grenziuberschreitende Cyber-
Knotenpunkte nutzen soll.

Friuhzeitige Erkennung und Warnung

Verbesserte Reaktionsfahigkeit

CTI liefert die nétigen Informationen,
um schnell und gezielt auf Vorfalle
zu reagieren
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CYBER DEFENSE

4

CTI fordert die Kooperation zwischen
Mitgliedsstaaten, Behorden und
Unternehmen.

Die EU-Strategie setzt auf
sektorubergreifende
Sicherheitsstandards und zentrale
Meldesysteme, die durch CTI gespeist
werden.

Informationsaustausch und Zusammenarbeit

Risikobasierte SicherheitsmaRnahmen

CTI unterstitzt die Umsetzung des
CRA, indem es Risiken identifiziert,
die bei der Produktentwicklung
berucksichtigt werden mussen

CTl ist nicht nur ein technisches Werkzeug, sondern ein strategischer Hebel zur
Erhohung der Cyberresilienz in Europa.
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Cyber Threat Intelligence als Ausgangspunkt
zur Starkung der europaischen Cyberresilienz
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CROWDSTRIKE

A definition of cyber resilience

1 . : . . - .
Cyber resilience is an organization’s ability to minimize

the impact of significant cyber incidents on its primary

goals and objectives.
,, Source:

World Economic Forum
Unpacking Cyber Resilience
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A definition of intelligence

Threat intelligence enables stakeholders to
and their
from reactive in the fight against threat
actors or security-related risk.*

> Therefore, benefits of an intelligence-led approach can only be

realized when we first take the time to
|

- Therefore, an intelligence-led approach is a
!

* Source:
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EUROPEAN CENTRAL BANK

Learning and evolving
EUROSYSTEM

Situational awareness

Testing

Cyber resilience oversight

. - . Rq Identificati
expectations for financial Seoven entification
market infrastructures

Governance

Evolving

December 2018
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Intelligence-led Cyberresilience

= Threatinteligence

*  Afteractionreviews . » Riskmanagement

* Lessonsleamed Anticipate «  Strategicloresight

*  Rootcauseanalysis »  Threat modeling

* Redteaming
NSA's China specialist: US at a loss to deter Chinese
hackers
Adapt Prepare
. * Training

* Threat hunting .

+  Crisismanagement Response T

* Incident response . Bgﬂ Ty

* Eailystage procedures

remediation
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Global adversaries

CRIMINAL T i i
ALCHEMIST SPIDER NARWHAL SPIDER
ALPHA SPIDER
AVIATOR SPIDER NITRO SPIDER
BITWISE SPIDER
E"" S'DR . ODYSSEY SPIDER
OUTBREAK SPIDER
[ “A SPIDER PERCUSSION SPIDER
PROPHET SPIDER
BUTLER SPIDER PLUMP SPIDER
CARBON SPIDER PUNK SPIDER
CHARIOT SPIDER QUANTUM SPIDER
CHAOTIC SPIDER RADIANT ER)
Gl =3 RECESS SPIDER
CEE-SEIDER RENAISSANCE SPIDER
CLOCKWORK SPIDER RICE SPIDER
CURLY SPIDER ROYAL SPIDER
DEMON SPIDER SALTY SPIDER
DONUT SPIDER SAMBA SPIDER
REOAEN SRDER SCATTERED SPIDER
GRACEFUL SPIDER SCULLY SPIDER
:::a?::;:::: SCION SPIDER
. SHINING SPIDER
14 New Adversaries HIVE SPIDER S
HOLIDAY SPIDER SLIPPY SPIDER
265+ Total Tracked HONEYSRIOER SLY SPIDER
150+ Malicious Activity Clusters ot SOUAR SEIDER
SPRITE SPIDER
LEEAe TR TRAVELING SPIDER
LIGHTNING DER] TUNNEL SPIDER
L (SRIoER VAMPIRE SPIDER
LUNAR SPIDER VENOM SPIDER
MALLARD SPIDER VETO SPIDER
JSED SEDER 'WANDERING SPIDER
MASKED SPIDER WIZARD SPIDER
MONARCH SPIDER VICE SPIDER
MUMMY SPIDER

IMUTANT SPIDER)

NORTH KOREA —_—

LABYRINTH CHOLLIMA
FAMOUS CHOLLIMA
RICOCHET CHOLLIMA
SILENT CHOLLIMA
STARDUST CHOLLIMA
VELVET CHOLLIMA

CHINA _—

ABSTRACT PANDA
AQUATIC PANDA

CASCADE PANDA
EMISSARY PANDA
ENVOY PANDA
ETHEREAL PANDA
JACKPOT PANDA
HORDE PANDA
KARMA PANDA
KRYPTONITE PANDA

LIMINAL PANDA
LOCKSMITH PANDA

LOTUS PANDA
MUSTANG PANDA
OPERATOR PANDA
OVERCAST PANDA
PHANTOM PANDA
PIRATE PANDA
PUZZLE PANDA
SHATTERED PANDA
SUNRISE PANDA
VANGUARD PANDA
VAULT PANDA
VIXEN PANDA
WICKED PANDA

(117 — —

HAZY TIGER
OUTRIDER TIGER
QUILTED TIGER
RAZOR TIGER
VICEROY TIGER

6o

BANISHED KITTEN
CHARMING KITTEN
CHRONO KITTEN
HAYWIRE KITTEN
IMPERIAL KITTEN
NEMESIS KITTEN
PIONEER KITTEN
REFINED KITTEN
SPECTRAL KITTEN
STATIC KITTEN
TRACER KITTEN
VENGEFUL KITTEN

EGYPT _— VIETNAM

WATCHFUL SPHINX OCEAN BUFFALO

KAZAKHSTAN o

COMRADE SAIGA

PAKISTAN —

MYTHIC LEOPARD
FRINGE LEOPARD

RUSSIA

BERSERK BEAR
COZY BEAR
EMBER BEAR
FANCY BEAR
GOSSAMER BEAR
PRIMITIVE BEAR
VENOMOUS BEAR
VOODOO BEAR

SOUTH KOREA

SHADOW CRANE

SYRIA

DEADEYE HAWK

COLOMBIA

GALACTIC OCELOT

TURKEY

COSMIC WOLF

HACKTIVIST

BOUNTY JACKAL
CURIOUS JACKAL
CRUEL JACKAL
FRONTLINE JACKAL
INCENDIARY JACKAL
INTREPID JACKAL
PARTISAN JACKAL
REGAL JACKAL
RENEGADE JACKAL
SPOILED JACKAL
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Hybrid threats

Tool Domain Activity Target

Physical operations 10 infrastructure l Infrastructure

Croating and oprbnq mlmsﬂrvduvo owondnﬁor
ﬂro.v.nq of oxp‘gv'vq HCONDMIC mwndonoos !! Cyber

Undermine decision making capabiity

I Foreign direct investment

Industrial esponage | B space
B Undermining the targot national oConamy

Economy
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Space electronic operations
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Hybrid tools — Cyber espionage

Hene Jurdier Jeitung

- et i d T e = Salt Typhoonaka Ghost Emperor! (CSA-241137) » Telecoms (Verizon, AT&T, Lumen)
China spioniert seit .\-ltallatell AURRl | £yl Panda (CSA-241105)
Telefonanbieter aus. Die USA konnen *  Vanguard Panda (CSA-240476)
kaum etwas dagegen tun
In giner Cyberaktion sind ¢ n vertrauliche
Zukunft. Caollection of communication data, voice communication and text messages of key

personnel in politics and administration. It is furthermore unclear whether attackers
were able to gain access to email communications or other data.

In 2024, U.S. government officials warned that China-nexus operators had allegedity
pre-positioned themselves for future military conflicts, referring to intrusion activity
conducted by adversaries such as VANGUARD PANDA,.

- Collection of data for future cyber attacks

- Collection of confidential data for further espionage campaigns or information
operations / cognitive warfare

- Inteligence collection

T CrowdStrike Intelligence cannot currently verify these claims and does not attribute GhostEmperor or Demodex to any known adversaries



CROWDSTRIKE

Hybrid tools - Cyber sabotage

Russian hackers disrupted Ukrainian electrical grid
last year

s Russian hacking group known as Sandworm took down a substation that caused a

* Voodoo Bear (CSIT-19174) ak a. Sandworm * Enegery &financial sector

Due to their ability to affect physical processes, as well as their nexus to proprietary
business information, these systems are a tempting target for anumber of targeted
intrusion adversaries that may seek to collect intelligence or execute a destructive
attack on|CS vendors or owner/operators.

Energy, oil & gas, and chemical companies are much more likely to be targeted witha
destructive attack by a state-sponsored adversary due to the potential kinetic
outcomes of a successful breach.

TIPPER: - Collection of data for future cyber attacks
oy, 70 - Collection of confidential data for further espionage campaigns
1O BRATRAL COMROL SYIRNS - Executing destructive, cyber-physical attacks to promote social unrest (TOOL)
g s R it - Executing destructive, cyber-physical attacks in the course of a military

intervention / war
- Retaliation for political unfavorable behaviour
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Hybrid threats - further use cases

G|M|F « Various (Russia, China, Iran, DPRK)

Home » Press » The Many Faces of Forelgn Inferftence In European Elections

The Many Faces‘oi} ‘
European Elections

P i1)41.]

Intelligence Tipper

CSIT-24119 Cyber and
Information Operation
Threats to 2024 European
Elections

Rogue communication devices found in

Russia-nexus state and proxy actors are the most likely adversaries to conduct
cyber operations as well as 10 to undermine EU unity, sow discord, and cast doubt on
electoral processes.

China, Iran, and the Democratic People's Republic of Korea (DPRK) are unlikely to
directly interfere with or influence the 2024 EP election; however, Chinese and
Iranian IO will likely seek to influence EU opinion on geopolitical issues using state
messaging and politicalinfluence networks.

- Sowdiscord

- Support extremist parties

- Castdoubtor 'd democratic institutions
- Shaping the information environment

= China-nexus actors

Chinese solar power inverters Reutors.

Russian Telegram news account, Mash is reporting that Killnet and

Berigini have gained access to the Ukraine airspace monitoring
application, EPPO.

CyberKnow &

The app seems to be used for public reporting of Russian drones and
missiles by Ukraine citizens.

They are also have been

targeted.

other Airspace

Killnet has ramped up posting of activities especially in the past 24
hours.

The group has also made a direct threat against Ukraine hospitals.

CSA-250653 Killnet Claims
Responsibility for Breach of
Ukrainian Airspace-Monitoring
Application

Crowdstrike Daily Report: 19
May 2025

US. officials are reportedly assessing risks from Chinese-made power inverters
used inrenewable energy infrastructure after identifying undocumented
‘communication equipment in some inverters. Some security researchers as wellas
anunnamed official have claimed that these undocumented communications
devices could facilitate disruptions to power grids. According to public reporting,

i intheU.S.and other countries were disabled

power
remotely from Chir 2024. However, orts cannot presently
confir tof 2024 incident, and the U.S. Department of
Energy deciined to comment.

- Wide-spread control of critical infrastructure

- Ability to cause black-outs (local and regional - Spain / Portugal May 2025 )
- Political coercion

- Evicting anxiety and panic within local population

+ Killnet (pro-Russian hacktivist)

Killnet claimed responsibility for breaching a Ukrainian airspace-monitoring
application."EPPO". The Ukrainian airspace-monitoring applicationis used by
civiians and armed forces members to track enemy aerial targets such as drones,
aircraft, and missiles. Killnet made this claim through Russian social media news
outlet Mash and later reposted the Mash post to their own account, which they have
used to make claims since reemerging in 2025

Nz
yhhl /

Intelligence Tipper

» Discrediting leadership & candidates
*  Misinformation & propaganda
*  Supply chain attacks



C-level

Staff functions (HR, legal, finance, procurement, etc.)

Business Divisions

Support functions (IT, IT sec, data center, etc)
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Stakeholder group - C-Level

CEO - assessing the overallimpact of cyber-related threats on
the business strategy of the organization and protecting the
trust of key external stakeholders such investors

CFO - assessing the financial risk of cyber-related threats
(shareholders, investors) as well as investments into cyber
security

COO - assessing therisks related to a digitized
production/business and smart products as well as
understanding regulatory related risks

ClO - assessing the risks related to the IT organization

CISO - assessing the capabilities of the IT sec in relations to the
cyber-related threats and risks
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Stakeholder group - Staff functions

Risk Mgmt - Quantifying & observing directly & indirectly
cyber-related risks and steering the implementation of risk
mitigation measures

HR - Collaborating in Insider Risk Programs, Qualifications

schemes of employees, supporting awareness campaigns HSSE

Legal, compliance & data privacy - Understanding legal
implications of various cyber attacks and accompanying
various mitigations measures

Business Continuity Management - understanding cyber-

related risks to business continuity (Business Impact

Assessments -BlA) and developing appropriate Business

Continuity Plans BCM

Health, Safety, Security, Environment - Understanding risks
to ICS and its implications for HSSE

Risk Mgmt

Crisis
Magmt

HR

Legal
compliance,
data privacy
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Vielen Dank fur lhre
Aufmerksamkeit!

Fragen?
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